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Module One

1. LANL

1.1 Introduction

| » | D00 0105

Notes:
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1.2 History

To fulfill those rodes and gat the most out of woskang 81 LANL, you need 10
kenow some of our history, organizational structiuens, vision, goals, mission,
and valizes, as well as what responsibelibies wa all share fog I}Gr’l}ﬂ'ﬂlﬂﬂ aur
woik Safaly, securely, afficintly, and athecally, Thes trasnang is designed to
help you undérstand all that, and mans, Let’s begin with & little history

% = L ] & & & [

Notes:

12,000BCE (Slide Layer)

Original People of the Pajarito Plateau
Humans have lived in the ares that now makes up much of
Los Alamos County and LAML for roughly 12 000 years.
These Palesindian inhabitants were small groups who
moved seaso nally between the valley lowlands and upland
plateau while foraging for wild plants, harvesting fruits a nd
nuts, and hunting animale, especially bison in the lowland
grasslands Evidence of their occupatien is found in the
12 000-yea r-old white chalcedony Clovis spear points
discovered at Bandelier Mational Monument, which sits,
along with Los Alamos and LANL, onthe Pajarito Plateau.
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6000 BCE (Slide Layer)

Archaic Period (6000 to 500 BCE)

The visitors became permanent residents, shifting their
residencesto the uplands where they continued to forage,
often collecting pifion nuts and hunting deer, rather than
hunting bison. By the late-12th to mid-16th century villages
on the Pajarito Plateau flourished with the Native Americans
where their people hunted wild game and raised maize,
squash, beans, and even domesticated turkeys

——0—0—0—96 o—0

1800s (Slide Layer)

Spanish Homesteaders

In the latter part of the 19th century, the
descendants of Spanish settlers used the Los
Alamos area for summer grazing of sheep and
seasonal bean farming. Permanent
homesteads were established not long
thereafter.
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1942 (Slide Layer)

/The Manhattan Project

In the fall of 1942, the US government initiated
the Manhattan Project, a secret World War I
effort to create the world 's first nuclear weapon.
General Leslie Groves was ap pointed to oversee
the wartime project. ). Robert Oppenheimer, a
professor of physics at the University of
California-Berkeley, was selected tolead the
scientific end eavar.

-

1943 (Slide Layer)

/ The Manhattan Project continued

The Laboratory was established in 1943 as Site Y of the
Manhattan Project for a single purpose to design and build an
atomic bomb. |t took 20 months of intense work in the fields of
nuclear physics, high explosives, and electrical engineering
until, on July 16, 1945 the world’s first atomic bomb was
detonated &t Trinity Site on the Alamogordo bombing range.
Three weeks later, Little Boy, a uranium gun-type weapon, was
used on Hireshima, Japan, and Fat Man, an implosion
plutonium bomb, wes dropped on Nagasaki. One week later the
Japanese Empire surrendered, ending one of the blood iest
conflicts in modern history.
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1945 (Slide Layer)

/I’he Cold War

Following the success of the Manhattan Project and the end of the war,
Oppenheimer and many of the others who had been recruited Site ¥
personnel went back totheir respective academic and research
institutions. However, acore group of scientists and technicians stayed
to carry on the work They would push the success of the Laboratory to
even greater heights

Morris Bradbury replaced Oppenheimer as director of the Laboratory in
1945. Bradbury had directed the testing of the device at Trinity and
acknowledged a duty to continue the work begun st Los Alamos during
thewar. Upon taking over, he commented, “I feel that the bear which we
have caught by thetail is so formidable that there i a strong obligation

\upﬂn us tofind out how to let go or hang on " /

Fan

(@)

s
~

1953 (Slide Layer)

Cold War continued

If the Manhattan Project made Los Alamos science
famous, it wes the Laboratory's Cold War scientific work
that made it 8 global science powerhouse. From the
development of the hydregen bomb in 1952 to the
discovery of neutrings in 1953, as well as the hundreds
of brealthroughs in the fields of astrophysics, biclogy,
computing, electronics, energy, explos ives, geclogy,
materials science, physics, and radiochemistry, Los
Alamos science helped the United States {US) win the
Cold War.
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1990s (Slide Layer)

LANL Area History

1991

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Magcenas portitor
congue massa FUsCe posuere, Proin pharera nonummy pede. Mauns et
Tofulfill thost o

know some o
and values, a 1995

work safely, S unc vverms imperdiet enim. Fusee est Vivamus a llus.
help you und:
1998

Proin phareTa nonummy pede. Maurs etomi

s s 1999 ’

12,000 6,000 Pellentesque habitant morbi tnstique senectus et nets et malesuada fames 53
BCE BCE il

Click the timeline to leam more abput the history of the
Los Alamos drea.

2000s (Slide Layer)

LANL Area History

2000
Lorem ipsum dolor sit amet, consectetuer adipisdng elit. Maecenas porttitor

congue massa. Fusce posuere, Proin pharetra nonummy pede. Mauris et orc
Tofulfill t

know som 2 004

and value yync viverra imperdiet enim. Fusce est. Vivamus a tellus.
work safel

helpyou L 2007
Proin pharetra nonummy pede. Mauris et orc

o s 2011
Pellentesque habitant morbi tristique senedus et netus et malesuada fames ac

12,000 6,000 turpisegestas.
BCE BCE

Click the timeline to leam moré abgut the history of the
Los Alamos area.
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1917 (Slide Layer)

L AN

Area Hietnrv

The Los Alamos Ranch School

For 25 years, starting in 1917, the Los Alamos Ranch School was an
exrlusive prap school forboys ages12 to 18 Founded by Ashley Pond,
the Rench School combined & wildemess apenence of hiking, skiing,
and horseback riding with a igorous academic program, all under the
structured disdpline of a Boy Scout troop. Coveted for its impregnable,
seduded location, the School was taken over by the Federal govenment
under therightof eminentdomain in Movember 1942, leaving the
school's last cohortto graduatein January 1943,

Several buildings of the Ranch Schood still remaidn in Los Alamos's
downtown area. Fuller Lodg e was the dining and recrestion buiding.
The houses north of Fuller Ledge, along a short street called Bathtub

Q\ﬂ howsed school staff and provided some of the dassroom space.

*—0—0—0—0—90

1817 4, 1947

12,000

BCE

6,000
BCE

Click the timed

1.3 Directors

U0

4 Robert Oppenheimer

(1943-19495)

Naoiris Bradbury
(195 19700

Maroid M.
(197 1979

Dovald M. Kerr
(1973 1985)
Siegiried 5. Hedker
(1985 1990

Jofwn C Browne
(1997 2005

o, Pater Nanos
(2003-2005)

Robert Kickuck
(20052008

Michael R Anastasio
[2006-2011)

Charles Mchlan
(201 I present

1800s

line o leam maore

=L T

Los Alamos &

1943

Jout the history of the

Laboratory

Directors
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oppie (Slide Layer)

1. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(1945-1870)

Harold M. Agnew
(1970-1979)

Donald M. Ker
{1979-1235)

Siegfried 5. Hedker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

FRobert Kudkude
2005-2 006)

Michael R Anastasio
2006-2017)

Charles MdWiillan
201 1-present)

bradbury (Slide Layer)

J. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(T945-1970)

Harold M. Agnew
(1970-1979)

Donald M. Kerr
{1979-1285)

Siegfried 5. Hecker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

Robert Kuckuck
{£2005-2006)

Michadl R Anastasio
2006-20117)

Charles Maviillan
201 1-present)

J. Robert Oppenheimer (1943-1945)
The Laboratory's first Director, Oppenheimer was a
professor of physics at the University of California,
Berkeley before being recruited by Genersl Leslie Groves
Ir. 10 oversee the construction of the Los Alamos
laboratory of the Manhattan Project and lead the
scientific development of the stomic bomb. Dr.

O ppenheimer received his Bachelor's degree from
Harvard University in 1925 and Ph.C. from Univers ity of
Gattingen {Germany) in 1927 .

Norris Bradbury (1945-1970)

Born in Calfornia and & gred uste of Pomona College,
Bradbury received his doctorate in physics and
mathematics from the University of California at Berkeley
in 1932_While working as a professor at Stanford

Un iversity, Dr. Bradbury was called into active duty in
Warld War |l to serve at the Naval Proving Ground in
Virginia. Sent toLos Alamos in 1944 to help assemble
the high-explos ive parts for the stomic bomb, Bradbury
took over leadership of the Laboratory from
Oppenheimer in 1945 and & widely credited with
growing Los Alamos Scientific Laboratory intothe
world's lead ing netional security science laboratory.
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agnew (Slide Layer)

1. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(1945-1870)

Harold M. Agnew
(1970-1979)

Donald M. Ker
{1979-1235)

Siegfried 5. Hedker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

FRobert Kudkude
2005-2 006)

Michael R Anastasio
2006-2017)

Charles MdWiillan
201 1-present)

kerr (Slide Layer)

J. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(T945-1970)

Harold M. Agnew
(1970-1979)

Donald M. Kerr
{1979-1285)

Siegfried 5. Hecker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

Robert Kuckuck
{£2005-2006)

Michadl R Anastasio
2006-20117)

Charles Maviillan
201 1-present)

Harold M. Agnew (1970-1979)

As the Laborstory's third Director, Harold Agnew
managed the Laboratory through some its most
challenging times. He was educated at the University of
Denver and received his Master's and Ph.D. degrees
from the University of Chicago, where he worked with
Enrico Fermi and others to build the world's first nuclear
reactor. Before becoming Director, Dr. Agnew served as a
Democratic Mew Mexico State Senator from 1855101961
and as Scientific Adviser tothe NATO Supreme Allied
Commander Europe.

N

Donald M. Kerr (1979-1985)

Serving as the fourth Laboratory Director, Donald
Kerr received his bacehlor's degree in electrical
engineering, M5_ in microwave electronics, and
Ph.D. in plasma physics and microwave electronics
from Cornell University. After serving as Director, Dr.
Kerr went ontosene as Deputy Assistant Secretany
and Acting Assistant Secretary for Defense Programs
#t the Department of Energy, Assistant Director of the
Federal Buresu of Investigation, and Deputy Director
for Science and Technology at the Central Inteligence
Agency
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hecker (Slide Layer)

1. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(1945-1870)

Harold M. Agnew
(1970-1979)

Donald M. Ker
{1979-1235)

Siegfried 5. Hedker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

FRobert Kudkude
2005-2 006)

Michael R Anastasio
2006-2017)

Charles MdWiillan
201 1-present)

brown (Slide Layer)

J. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(T945-1970)

Harold M. Agnew
(1970-1979)

Donald M. Kerr
{1979-1285)

Siegfried 5. Hecker
(1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

Robert Kuckuck
{£2005-2006)

Michadl R Anastasio
2006-20117)

Charles Maviillan
201 1-present)

Siegfried 5. Hecker (1985-1997)

As Laboratory Director from 1983 through 1997, Sig
Hecker was one of the principal architects of the
Labaratory's science-based stockpile stewardship
approach to America's nuclear weapons arsenal. Dr.
Hecker received his BS., M5_, and Ph.D. in Metallurgy
from Case Western Resene University. Before joining
Los Alamos Mational Laboratory, he was a senior
research metallurgist at General Maotors. After serving
as Laboratory Director, Hecker went on to become the
Director of the Center for International Security and
Cooperation at Stanford University and & senior fellow at
the Freeman Spogli Institute for Internation al Studies.

John C. Browne {1997-2003)

As the Laboratory's sixth Director, John Browne
strengthened the Laboratory's science-based stockpile
stewardship program and grew counter terrorism and
intelligence research programs, all while leading the
organizetion through some of its most politically
challenging years. Dr. Browne received his BS. in
Physics from Drexel University in Philadelphia and his
Ph.D. in Physics from Duke University. Before serving
a5 Laboratory Director, Browne served as the Physics
Division Leader and Los Alamos Meutron Science
Center {LANSCE) Division Leader.
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nanos (Slide Layer)

1. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(1945-1870)

Harold M. Agnew
(1970-1979)

Donald M. Ker
{1979-1235)

Siegfried 5. Hecker
{1935-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

FRobert Kudkude
2005-2 006)

Michael R Anastasio
2006-2017)

Charles MdWiillan
201 1-present)

kuckuck (Slide Layer)

J. Robert Oppenheimer

(1943-1945)

Norris Bradbury
(T945-1970)

Harold M. Agnew
(1970-1979)

Donald M. Kerr
{1979-1285)

Siegfried 5. Hecker
{1985-1997)

John C Browne
(1997-2003)

G. Peter Nanos
2003-2005)

Robert Kuckuck
{£2005-2006)

Michadl R Anastasio
2006-20117)

Charles Maviillan
201 1-present)

Published by Articulate® Storyline

G. Peter Nanos (2003-2005)

George Peter Manos was Director of Los Alamos Mational
Laboratory from 2003 through 2005. A former United
States Navy vice admiral, Dr. Nanos received his
bachelor’s degree from the United States Naval Acad emy
and his doctorate in physics from Princeton University.
Before coming to Los Alamos, Nanos was Commander,
MNaval Sea Systems Command. Following his service es
Laboratory Director, Manos went on to become Associate
Director of Research and Cevelopment at the Defense
Threat Reduction Agency.

Robert Kuckuck (2005-2006)

Robert Kuckuck received his B.S. degreein physics
from West Liberty University, M.Sc. in physics from The
Ohio Stete University, and Ph.D. in physics/applied
science from the Univers ity of California. Huckuckspent
the majority of his professional career as a physicist at
Lawrence Livermore Mational Laboratory, including
sening as the Deputy Director of the Laboratory. Before
sening as LANL Laberatory Director, Kuckuck wes the
first principal deputy administrater of the Mational
Nuclear Security Ad ministration.
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anastasio (Slide Layer)

1. Robert Oppenheimer
(1943-1945)
Norris Bradbury
(1945-1870)
Harold M. Agnew
(1970-1979)
Donald M. Ker
{1979-1235)
Siegfried 5. Hecker
{1985-1997)
Jofn C Browne
{1997-2003)
G. Peter Nanos Michael R. Anastasio (2006-2011)
2003-2005) Michael Anastasio was Director of Los Alamos National
Laboratory and President of Los Alamos National Security
Robert Kuckuck from 2006 to 2011. Before becoming Laboratory Director,
2005-2006) Anastasio was the Director of Lawrence Livermore National
; : Laboratory. He received his BAA in Physics, with Honors,
Michadl R Anastasio from Johns Hopkins University and his M.A. and Ph.D. in
2006-2011) Theoretical Nuclesr Physics from the State Un iversity of
Mew York, Stony Brook
Charles McWillan
201 1-present)

Mcmillian (Slide Layer)

J. Robert Oppenheimer
(1943-71945)
Norris Bradbury
(1945-1970)
Harold M. Agnew
(1970-1979)
Donald M. Kerr
{1979-71985)
Siegfried 5. Hecker
{1985-1997)
John C. Browne
9972003, : ;
a ) Charles McMillan (201 1-present)
. Peter Nanos As thecurrent Director of Los Alames National
2003-2005) Laboratory and President of Los Alamos National
Security, Dr. McMillan served as the Principal
Robet Kudkudk Asszociate Director for Weapons Programs before
{2005-2006) becoming Laboratory Director. He helds a
doctorate in physics from the Massachusetts
Michad R Anastasio Institute of Technology and & bachelor's degree in
2006-2017) mathematics and physics from Washington
Adwventist Un versity.
Charles MdWillan
201 1-present)
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1.4 LANL Organizational Structure

LANL Organizational Structure

1.5 LANL Organizational Structure

LANL Organizational Structure

Published by Articulate® Storyline www.articulate.com



1.6 Goals and Strategy

Goals and Strategy

-

The Laboratory operates under a well-established
operational strategy and goals

Qur Goal

. i

QOur Strategy

goals (Slide Layer)

Goal

We will
Deliver national nuclear security and broader global
security mission solutions and

Foster excellence in science and engineering disciplines
essential for national security missions.

By
Attracting, ingpiring, and developing world-class talent
to ensure a vital future workplace and

Enabling mission delivery through next-generation
facilities, infrastructure, and operational excellence.
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strategy (Slide Layer)

Strategy

We will

Maintain the nation'sfull confidence and trust
through our technical prowess, scientific integrity,
and reliable delivery of solutions.

We will

Do this by providing a safe, secure, and effective
nuclear stockpile, protecting against nuclear
threats, countering emerging threats, and providing
solutions to strengthen energy security.

1.7 Laboratory Mission, Vision and Values

Laboratory Mission, Vision, and Values

tan, a vision for how ntend to ac
mission, and a sel of values lhat undarpin thal
VIS0

] Mission
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Mission (Slide Layer)

Mission

LANL's mission is to solve
national security challenges
through scientific excellence.

Vision (Slide Layer)

Vision

Our vision is to deliver
science and technology to
protect our nation and
promote world stability.
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Values (Slide Layer)

Values
Service: Serving our country, our partners, our community, and
each other.

Excellence: Ensuring timely mission execution through scientific,
operational, and business excellence.

Integrity: Building trust through intellectual honesty, ethical
conduct, and individual responsibility.

Teamwork: Collaborating with colleagues and partners, respecting

diverse opinions and backgrounds, vigorously debating
alternatives, and coming together to achieve the best solutions.
Stewardship: Being good stewards of the taxpayers’ dollars, the
Labaratory, our community, and the emvironment.

Safety and Security: Ensuring that safety and security are integral
to everything we do.

The LANL workforce must be committed to these values.

1.8 What Lies Ahead

What Lies Ahead

Notes:
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1.9 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

The Laboratory’s mission is

ute to the economic base of the Southwest

to provide employment for northern New Mexico

X to solve national security challenges

to become the oldest national Laboratory

to contribute to the economic base of the Southwest

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘to solve national security challenges’

Published by Articulate® Storyline www.articulate.com



Correct (Slide Layer)

Correct

That's right! You selected the correct response.

Incorrect (Slide Layer)

Incorrect

The correct answer is ‘to solve national security

-.-‘

challenges’

1.10 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Delivering science and technology to protect our
nation and promote world stability is

second in importance to getting a job done

only important when the budget allows

X the LANL vision

of concern only to managers

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘the LANL vision’
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Correct (Slide Layer)

Correct

That's right! You selected the correct response.

Incorrect (Slide Layer)

Incorrect

The correct answer is ‘the LANL vision'

-.-‘

1.11 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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The values of the Laboratory are

of concern only to Lab managers

items to be implemented in the future

to be applied whenever it is convenient

X to be followed by each worker here

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct response is ‘to be followed by each worker here’
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Correct (Slide Layer)

Correct

That's right! You selected the correct response.

Incorrect (Slide Layer)

Incorrect

The correct response is ‘to be followed byeach

-. !

worker here’
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1.12 End of Module

End of Module
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Module 2 - Geography

1. You are Here

1.1 Geography Video w/Audio

s | B0 § 0708

Notes:

1.2 Knowlege Check

(Multiple Choice, 10 points, 1 attempt permitted)
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A building designation is the

Nickname given to each building
&) Technical area (TA) and building number

Appainted building manager

Set research mission for each building

Correct Choice

Nickname given to each building

X Technical area (TA) and building number

Appointed building manager

Set research mission for each building

Feedback when correct:

Each building in a Technical Area has a designation that is made up of the TA number and the

building number.
Feedback when incorrect:

Each building in a Technical Area has a designation that is made up of the TA number and the

building number.

Notes:

Published by Articulate® Storyline www.articulate.com



Correct (Slide Layer)

Correct

Each building in a Technical Area has a

designation that is made up of the TA number and
the building number.

Incorrect (Slide Layer)

Incorrect

Each building in a Technical Area has a

designation that is made up of the TA number and
the building number.

-.-‘

1.3 Knowlege Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Every Laboratory building has

1 & B-foot secunty fence surrounding it
) Armed guards at the entrance

~ Adesignation posted on an outside wall and sometimes on
= a sign

| All choices presented

Correct Choice

A 6-foot security fence surrounding it

Armed guards at the entrance

X A designation posted on an outside wall and sometimes on a sign

All choices presented

Feedback when correct:
Each building in a Technical Area has a designation that is posted on an outside wall sign.
Feedback when incorrect:

Each building in a Technical Area has a designation that is posted on an outside wall sign.
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Correct (Slide Layer)

Correct

Each building in a Technical Area has a

designation that is posted on an outside wall sign.

Incorrect (Slide Layer)

Incorrect

Each building in a Technical Area has a

designation that is posted on an outside wall sign.

-.-‘

1.4 Knowlege Check

(Multiple Choice, 10 points, 1 attempt permitted)
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lllegal parking on Laboratory property is

Overlooked if the driver is on important business
) Allowed for quick errands at TA-3
Not allowed but there are no consequences

@) Subject to citations, fines, and lowing

Correct Choice

Overlooked if the driver is on important business

Allowed for quick errands at TA-3

Not allowed but there are no consequences

X Subject to citations, fines, and towing

Feedback when correct:

Parking at the Laboratory is very limited. Illegal parking on LANL property is subject to citations,

fines, and towing.
Feedback when incorrect:

Parking at the Laboratory is very limited. Illegal parking on LANL property is subject to citations,

fines, and towing.

Notes:
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Correct (Slide Layer)

Correct

Parking at the Laboratory is very limited. lllegal

parking on LAML propertyis subject to citations,
fines, and towing.

Incorrect (Slide Layer)

Incorrect

Parking at the Laboratory is very limited. lllegal

parking on LANL propertyis subject to citations,
fines, and towing,.
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1.5 End of Module

End of Module

You have come to the end of Module Two. Close the browser
window and l[aunch the next module.

Notes:
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Module Three — Working Safely

1. 1.Safety Expectations

1.1 Introduction

n 00 1 015

Notes:
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1.2 Safety Policy and Values

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract requirements.

Click o each bullet to leam moes

Notes:

1 (Slide Layer)

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract reguirements.

Click on =ach bullet to learn more

We conduct our work safely and responsibly to
achieve our mission.
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2 (Slide Layer)

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract requirements.

Click on each bullet to learn more

We ensure d safe and healthful work
environment for workers, contractors, visitors,
ond other onsite personnel.

3 (Slide Layer)

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract reguirements.

Click on =ach bullet to learn more

We protect the health, safety, and welfare of the
general public.
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4 (Slide Layer)

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract requirements.

Click on each bullet to learn more

We do not conpromise safety for personail,
programiatic, or operational reasons.

5 (Slide Layer)

Laboratory Safety Policy and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract reguirements.

Click on =ach bullet to learn more

We operate, nanage, and maintain the facilities
and infrastructure to achieve our mission.

Published by Articulate® Storyline www.articulate.com



6 (Slide Layer)

Laboratory Safety E’oliq—/ and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract requirements.

Click on each bullet to learn more

We manage our facilities to perform work
safely and securely, support a healthful and
positive working environment, and protect the
nation’s investrment.

7 (Slide Layer)

Laboratory Safety E’olic;z and Values

The following governing policies provide the basis for how we
execute work safely and meet mission assignments within the
framework of legal, regulatory, and contract reguirements.

Click on =ach bullet to learn more

We protect the property, equipment, and
facilities from danxage or loss resulting from
cccidents or inproper working conditions.
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1.3 Zero Accidents

The Laboratory 5 committed (o the goal of zero acoitents
through © Wous improvement h.r(H.:E-‘fnSf:!'Ei -

0 nonpegmitied

and 2ero regulatony r'lt:lrmm'i'll'flun{:ﬁ:i. |

Integrated Safety Management (ISM) is a
Laboratory program that integrates all
facets of our work environment into a
cohesive program that combines safety,
environment, security, and quality
requirements. The basic structure of ISM
(i.e.. the core functions and guiding
principles) is the overarching framework
that LANL uses to manage the conduct of
work under the Laboratony's operating
contract. ISM applies to anyone working at
LANL, including LANS employees,
contractors. subcontractors, and visitors.

Notes:
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1.5 ISM Guiding Principles

ISM Guiding Principles

LANL ISM is driven by DOE Policy 45044, Infegrated Safety
Management Policy, which provides guiding principles for:

1 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Integrated Safety
Management Policy, which provides guiding principles for:
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2 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrafed Safety
Management Policy, which provides guiding principles for:

3 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrated Safety
Management Policy, which provides guiding principles for:

CK 0N each chal

3.competence commensurate with responsibilities
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4 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrafed Safety
Management Policy, which provides guiding principles for:

4 balanced priorities

5 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrated Safety
Management Policy, which provides guiding principles for:

CK 0N each chal more

5.identification of safety standards and requirements
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6 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrafed Safety
Management Policy, which provides guiding principles for:

7 (Slide Layer)

ISM Guiding Principles

LANL ISM is driven by DOE Policy 450 4A, Infegrated Safety
Management Policy, which provides guiding principles for:

CK 0N each chal

7.operations authorization
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1.6 ISM Program

== ——==8

ISM Program

The I5M Program describes the specific work activities that
must be accomplished and is organized around the following
five core functions:

Chck on esch bullst 1o leam mone

Work
Safely &
Securely

9

Notes:

1 (Slide Layer)

"
ISM Program

The ISM Program describes the specific work activities that 0
must be accomplished and is organized around the following

five core functions:

Click on each bullet tolearn mare

Define

o Define the scope “ Work

e of work.
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2 (Slide Layer)

The ISM Program describes the specific work activities that
must be accomplished and is organized around the following
five core functions:

Click on each bullet tolearn mare

Identify and
cnalyze hazards
associated with
the work.

The ISM Program describes the specific work activities that 0
must be accomplished and is organized around the following

five core functions:

Click on =ach bullet tolearn more

° Develop and

inplement
controk.

[ Controls

° Develop { ~

Published by Articulate® Storyline www.articulate.com



4 (Slide Layer)

ISM Program

The ISM Program describes the specific work activities that
must be accomplished and is organized around the following
five core functions:

Click on each bullet tolearn more

° Performthe

work within
controls.

5 (Slide Layer)

ISM Program

The ISM Program describes the specific work activities that 0
must be accomplished and is organized around the following

five core functions:

Click on =ach bullet tolsarn more

Provide

feedback and Ensuis

Performance

continuous
inprovernent.

1.7 Safety Requirements

(Drag and Drop, 10 points, 1 attempt permitted)

Published by Articulate® Storyline www.articulate.com



Laboratory-Wide Safety Requirements j

o o ___‘-\
Click and drag the responsibility {grey boxes) to the groups in ]
which they belong (LANL Supervisors & Managers)

BE espansiie am:l\‘
acoourntable for the 2
NN Of WiRkeS ara redponsible and\\
i e paiblic accountable for the
safe perfonmance
. . wink activities
are responsible and \\
accountabde for helpang
1o maintasn & Safe and
hesalthy workplacs
LANL Supervisors LANL Workers
h & Managers
Drag Item Drop Target
Group Surpervisor
1
Group Worker
2
Group Worker
3

Drag and drop pro

perties

Snap dropped items to drop target (Stack random)

Delay item drop states until interaction is submitted

Feedback when correct:
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Supervisors and managers at the Laboratory are responsible and accountable for the protection
of workers and the public. As a LANL worker, you are responsible and accountable for the safe

performance of your work activities and for helping to maintain a safe and healthy workplace.
Feedback when incorrect:

Supervisors and managers at the Laboratory are responsible and accountable for the protection
of workers and the public. As a LANL worker, you are responsible and accountable for the safe

performance of your work activities and for helping to maintain a safe and healthy workplace

Correct (Slide Layer)

Laboratory-Wide Safety Requirements

Click and drag the responsibility (grey boxes) to the groups in
whi
Correct

Supervisors and managers at the Laboratory are responsible and
accountable for the protection of workers and the public. As a LANL
worker, you are responsible and accountable for the safe
performance of your work activities and for helping to maintain a
safe and healthy wor kplace.

BCCOUNTADIE TOrNeIPINg
to maintain a safe and

healthy workplace.

LANL Workers
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Incorrect (Slide Layer)

Laboratory-Wide Safety Requirements

CIiCl_( and drag the responsibility (grey boxes) to the groups in
whi
Incorrect

Supervisors and managers at the Laboratory are responsible and
accountable for the protection of workers and the public. As a LANL
worker, you are responsible and accountable for the safe
performance of your work activities and for helping to maintain a
safe and healthy workplace

P
to maintain a safe and
healthy workplace.

1.8 Policy Page

Laboratory-Wide Safety Requirements

Safety requirements are establshed for the entire Laboratory, for
each faciity, and Tor all workl activies, To guede you in the process, a
seres of functional documents and local instructions define
ProCESSES, OPeratons, of other information needed 1o perform
ceriain work.

Laboratory-wide safety requirements are found in institutional
documents, which include system descriptions, program descriptions,
and procedures (Ps)

Policy Page demonstration
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1.9 Work Management

Laboratory-Wide Safety Requirements

All work, programmatic and
nonprogrammatic, within any facility
falls within a work management
process that considers hazards and
safety and security requirements. For
your own safety and that of others,
make sure you are familiar with work
processes within your facility,

Notes:

1.10 Responsibilities

Responsibilities

Click on images 1o learn about the manager and worker responsibilities.
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Managers (Slide Layer)

Responsibilities

Click on images to learn about the manager and worker responsibilities.

LANL managers have the following responsibilities:

* approve the activity-specific part of the integrated work
document (IWD) based on evaluating the adequacy of
controls;
determine the competence and commitment of workers to
perform specific work assignments in a safe, secure, and
environmentally responsible manner, and authorize them as
appropriate; and
monitor workto ensure that it is executed in a safe, secure,
and environmentally responsible manner in accordance with
the WD.

Workers (Slide Layer)

Responsibilities

Click on images to learn about the manager and worker responsibilities.

You must not perform work unless it has been approved by your
RLM and the FOD and you are confident that the work can be done
safely. You must
maintain required training and gualification to perform the
work;
provide practical knowledge and technical expertise, as needed,
to define work tasks/steps, identify hazards, and establish
controls that are workable;
performworkin a safe, secure, and emvironmentally responsible
manner and in accordance with any requirements contained in
the WD
stop work when hazards change or when you encounter
unexpected work conditions;
use lessons learned from any control failures, near misses, or
incidents to make improve ments; and
checkfrequently to ensure that controls are functioning and are
effective in regulating the risks.
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1.11 Pause and Stop

Click on YOU. PAUSE. STOP. and RETALIATION to leam more

/TN

FNANINANNANANL
—— ]

VAVAVAVANE

You (Slide Layer)

Click on YOU, PAUSE, STOP, and RETALIATION to leam more

AN AN AN AN FAN WA Fa™ e

You have the authority and responsibility to pause
and/or stop work when an activity presentsan
immediate or potential safety concern. Work must
not resume until the concern is resolved. The
Laboratory’s Procedure for Pause/Stop Work,
P101-18, contains requirements for all workers.

The actions taken are based on the degree of
hazard classification and risk to health, security,
safety, and/or the environment.
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Pause (Slide Layer)

Click on YOU, PAUSE, STOFP, and RETALIATION to leam more ' -

Pausing Work

In general, if you observe an unsafe condition or
act that may pose an imminent danger or other
safety or security concern/hazard, you need to
inform all workers and the manager engaged in
that work and request that the work activity be

paused and/or stopped. For work that is paused as
a result of a safety concern that can be resolved
immediately and to the mutual satisfaction of the
workers involved, no reporting or further action is
required.

— — : {Retaliation jum
v s

Stop (Slide Layer)

Click on YOU, PAUSE, STOP, and RETALIATION to leam more

AVANAVAVAVAVAN I
—. . A

Stopping Work

If the condition is determined to be NOT readily
fixable, contact the RLM/designee for the job as
soon as possible, declare an official Stop Work,

and proceed with the Stop Work requirements of
the Procedure for Pause/Stop Work, P101-18.
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Retaliation (Slide Layer)

Click on YOU, PAUSE, STOP, and RETALIATION 10 [Eam MOTE gl . it

Retaliation for Stopping Work Is Prohibited

The Laboratory prohibits retaliation against workers for
stopping work for safety reasons. Any form of retaliation
should be reported by the following means:

= Ifyou are a Laboratory employee, report such retaliation
to your supervisor or manager, call the Laboratory’s
Employee Concerns Program or send an e-mail to
ecp(@larnl.gov.

If you are a contract worker, report such retaliation to your

employer, call the Employee Ceoncerns Program, or send
an e-mail to =c

If your complaint of retaliation is not resclved by the
Laboratory or its contractor, you can always call the

DOE/NNSA Employee Concerns Hotline.
o=

1.12 Reporting

Reporting Safety and Security Concerns

You may encounter safely cOncems in your work area that are
either unrelated 1o a work activity or do not pose an immediate
concerm. It is imponant 1o report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safetly or sacunty concem. You also are protected from repnsal
far reporting a problem.

To report a safety Or Security CONCEm, You may;

Click an esch bullet 1o leam moe
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Notify (Slide Layer)

Reporting Safety and Security Concerns

You may encounter safety concems in your work area that are
either unrelated to a work activity or do not pose an immediate
concern. ltis important to report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safety or security concern. You also are protected from reprsal
for reporting a problem.

To report a safety or security concern, you may:

Click on each bullet to learn mare

notify your supervisor

Safety Help Desk (Slide Layer)

Reporting Safety and Security Concerns

You may encounter safety concems in your work area that are
either unrelated to a work activity or do not pose an immediate
concern. Itis important to report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safety or security concern. You also are protected from reprisal
for reporting a problem.

To report a safety or security concern, you may:

Click on each bullet to learn mare

call the Safety Help Desk or send an e-nail to
safety@lanl.gov
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ECP (Slide Layer)

Reporting Safety and Security Concerns

You may encounter safety concems in your work area that are
either unrelated to a work activity or do not pose an immediate
concern. ltis important to report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safety or security concern. You also are protected from reprsal
for reporting a problem.

To report a safety or security concern, you may:

Click on each bullet to learn mare

call the Enployee Concerns Program or send an
e-nil to ecp@lanl.gov

Security Help Line (Slide Layer)

Reporting Safety and Security Concerns

You may encounter safety concems in your work area that are
either unrelated to a work activity or do not pose an immediate
concern. Itis important to report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safety or security concern. You also are protected from reprisal
for reporting a problem.

To report a safety or security concern, you may:

Click on each bullet to learn mare

call the Security Help Line or send an e-nuil to
security@lanlgov (for unclassified issues only)
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WSST (Slide Layer)

Reporting Safety and Security Concerns

You may encounter safety concems in your work area that are
either unrelated to a work activity or do not pose an immediate
concern. ltis important to report these concerns so that they can
be addressed. You do not have to give your name when reporting
a safety or security concern. You also are protected from reprsal
for reporting a problem.

To report a safety or security concern, you may:

Click on each bullet to learn mare

contact your Worker Safety and Security Team
(WSST) representative

2. 2. Worker Protection Programs

2.1 Worker Safety and Health Rule

DOE 10 CFR 851, "Worker Safety and Health Rule"

The rule requires that DOE contracton workers be provided with safe and
healthiul workplaces in which hazards are abated, controdled, or othenvss
mitigated in a manner that provides reasonable assurance that workers are
protected from the hazards assoctated with their jobs. To accomplish this
requarement, the rule establishes management responsibiities, worker
rights, safety and health standards, and requsred training. DOE contractors

and thelr workers are covered by the rule. Contractors include parent
corporations and subcontractors that have responsibilites for performing
wodk at @ DOE site in the advancement of a DOE mission.
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2.2 Lab's Responsibilities

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
soility 1o

Click o each bullet to leam moes

Notes:

1 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility 1o

Click on =ach bullet to learn more

Establish written policy and goals for the
worker safety and health program
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2 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on each bullet to learn more

Enmploy qualified staff to inplenent and
oversee the worker safety and health

program

3 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on =ach bullet to learn more

Assign worker safety and health program
responsibilities
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4 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on each bullet to learn more

Facilitate enployee involverment in the worker
health and safety program

5 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on =ach bullet to learn more

Ensure that information regarding the worker
health and safety program is accessible to the
enployee regulated under the program
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6 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on each bullet to learn more

Establish procedures for workers to report
job-related injuries, illnesses, and hazards

7 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on =ach bullet to learn more

Ensure a deliberate and expedient response
to reports of job-related injuries
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8 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on each bullet to learn more

Ensure that workers are privy to frequent
conmmunications with enployers regarding
workplace safety

9 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on =ach bullet to learn more

Establish procedures that allow workers to
cease/ decline to partake in work that nay
threaten the livelihood, safety, and/or wellbeing
of enployees
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10 (Slide Layer)

The Laboratory’s Responsibilities under DOE 10 CFR 851

Under DOE 10 CFR 851, LANL and subcontractor management have the
responsibility to

Click on each bullet to learn more

Notify workers of their rights and
responsibilities and ensure that DOE-
designated Worker Protection posters are
visible and prominently placed

2.3 Workers Rights

Worker's Rights under DOE 10 CFR 851

Labatory workers ako e certain ights afforded by federal
reguiaton DOE 10 CFR 851 Warkers have the right 1o

Chack on each wond 10 ledm mdang

E Notification of Exposure

% Cease Work

@ Access to Publications

e
@
)
pe
o

See Inspections

Get a Representative

Decline to Perform Task

Express Con
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Access (Slide Layer)

Worker's Rights under DOE 10 CFR 851

Labaoratory workers also have certain rightsafforded by federal
regulation DOE 10 CFR 851. Workers have the right to

Click on each word ta learn more

Notification of Exposure

O
D
Ab)
w
@
=
O
—
-

Q@ Access to Publications

See Inspections

Get a Representative

Decline to Perform Task

Express Concerns
Observ

Notification (Slide Layer)

Worker's Rights under DOE 10 CFR 851

Laboratory workers also have certain rights afforded by federal
regulation DOE 10 CFR 851, Workers have the right to

Olick on each word to learn more

Notification of Exposure

O
@
o
@
®
=
o
-
~

@ Access to Publications

to hazardous

material

See Inspections

Get a Representative

C
Q
0
8
o

Decline to Perform Task

%)
c
F.
Q
&)
c
O
O
%)
o
o
x
o

Published by Articulate® Storyline www.articulate.com



Observe (Slide Layer)

Worker's Rights under DOE 10 CFR 851

Labaoratory workers also have certain rightsafforded by federal
regulation DOE 10 CFR 851. Workers have the right to

Click on each word ta learn more

Notification of Exposure

O
D
Ab)
w
@
=
O
-
-

Q@ Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

Express Concerns
Observ

Representative (Slide Layer)

Worker's Rights under DOE 10 CFR 851

Laboratory workers also have certain rights afforded by federal
regulation DOE 10 CFR 851, Workers have the right to

Olick on each word to learn more

Notification of Exposure

mandate that an

O
@
o
@
®
=
o
o
~

Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

7))
£
L[]
e
80)
2 5
£ 2
X O
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Inspections (Slide Layer)

Labaoratory workers also have certain rightsafforded by federal
regulation DOE 10 CFR 851. Workers have the right to

Click on each word ta learn more

Notification of Exposure

O
D
Ab)
w
@
=
O
—
-

Q@ Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

%)
c
j-
Q
&)
[
Q
O
%)
g
Q
>

L

Observ

Worker's Rights under DOE 10 CFR 851

Laboratory workers also have certain rights afforded by federal
regulation DOE 10 CFR 851, Workers have the right to

Olick on each word to learn more

Notification of Exposure

express concerns
regarding safety and
health within the
workplace

O
@
o
@
®
=
o
-
~

Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

Express Concerns
Observe
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Decline (Slide Layer)

Labaoratory workers also have certain rightsafforded by federal
regulation DOE 10 CFR 851. Workers have the right to

Click on each word ta learn more

Notification of Exposure

O
D
Ab)
w
@
=
O
—
-

Q@ Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

Express Concerns
Observ

Cease (Slide Layer)

Laboratory workers also have certain rights afforded by federal
regulation DOE 10 CFR 851, Workers have the right to

Olick on each word to learn more

Notification of Exposure

O
@
o
@
®
=
o
-
Py

@ Access to Publications

See Inspections
Get a Representative

Decline to Perform Task

7))
-
L[]
Q
C
3 2
2 @
8 @
D_.Q
I_I>jO
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2.4 Workers’ Responsibilities

Notes:

Sparks (Slide Layer)
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Alarm (Slide Layer)

851 (Slide Layer)
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2.5 DOE VPP

DOE Voluntary Protection Program

Beyond what is required for worker safety, the Laboratory has
also created a voluntary worker protection program and a
Voluntary Pratection Program Office that repons to the
Envirgnment, Safety & Health Associate Director to implement
this program across the Laboratory. The DOE Voluntarny
Protection Program {DOE-VPP) is widely recognized across the
DOE complex for promoting excellence in occupational safety
and worker health.

The Five DOE-VPP Program Elements

Hower an each ballet 1o leam monm

2.6 Employee WSST Involvement

Employee WSST Involvement

The key to the DOE-VPP is worker involvement. To better enable
amployse participation, LANL has akso established Worker Safety and
Security Teama [(W55Ts).

Employes WSST Invoheement

There are more than 100 LANL W55Ts established at appropriate
organizational levels (Institutional, Assockate Directorate, Division,
and/for Group) to ansure that all workers are represented. The mission
of the Worker Safaty and Security Team is (o improve safaty and security
at LANL through the direct involvemant of all people parforming work on
bekhall of LANL. You are encouraged to meet your WSST representative
and participata in improving safety and security,

as wall a3 anvironmental issues, concams, wPP

and considerations. at the Laboratony.
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3. 3. Hazards in the Workplace

3.1 Types of Hazards

Types of Hazards

Click to sae exmmphs * o
To understand health effects and to apply effective contral measures,
the hazard-as well as the degree or amount of the hazard-must be
determined. Using scientific mstruments 10 determine the quality and
quantity of a hazard can be very precise. However, scientific methods
are not available for all hazards

Observation and judgment, combined with olsective
scientific measusements, are used 1o determing the
qualty and quantity of a hazard. Be aware that the
hazard may not give clear signs that you can sense.
Make sure you are aware of the health hazards in
your work area and activities and what controls are in
place 1o mitigate those hazards. If you have any
questions of concerns about your work, contact your
SUPEIVISOTr

3.2 Health Hazards

!E! -

4

74
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Chemical (Slide Layer)

Find the four types of health hazards to which you could be exposed in the
workplace

1) chemical hazards (such as
inhaled gas, explosive chemicals,
l solvents, ga"s'nli'n e, oils, and acids?}

Fe,

&3
Il! < -J-..‘....
|||I|I

Others (Slide Layer)

Find the four types of health hazards to which you could be exposed in the
workplace

4) others, including thermal and
radiological hazards

/) L3
Il! e
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Ergo (Slide Layer)

Find the four types of health hazards to which you could be exposed in the
workplace

3) ergonomic factors: repetitive
motion and improper posture _
when lifting or handling materials HA

£oN &3
!! " __.'-..,_.-'
|||I|I

Biological (Slide Layer)

Find the four types of health hazards to which you could be exposed in the
workplace
2) biological hazards: rodents,
insects, molds, bacteria, yeasts,
‘and viruses [such as hepatitis B
l i virus (HBV), HIV, and hantavirus]

/) L3
Il! e
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3.3 Physical Hazards

Physical Hazards

Click on each icon 1o find the 4 ypes of physical hazards that
you might encounter in the warkplace

Notes:

Environmental (Slide Layer)

Physical Hazards

Click on each icon to find the 4 types of physical hazards that
you might encounter in the workplace

environmental hazards, including wetor slippery
floors, ice and snow, uneven walking surfaces,
poor lighting, and elevated work surfaces
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Electrical (Slide Layer)

Physical Hazards

Click on each icon to find the 4 types of physical hazards that
you might encounter in the workplace

hazardous energy sources, including electrical,
pressure, vacuum, cryogens, and hydraulics

Mechanical (Slide Layer)

Physical Hazards

Click on each icon to find the 4 types of physical hazards that
you might encounter in the workplace

mechanical hazards, including unguarded or
improperly maintained machines or equipment
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Process (Slide Layer)

Physical Hazards

Click on each icon to find the 4 types of physical hazards that
you might encounter in the workplace

process hazards arising from activities such as
soldering or welding

3.4 Unsafe Work Practices

Unsafe Work Practices

Uinsafe work practices can lead to serious workplace injuries,
Some of these practices include the

Click o each bullet to leam moes
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1 (Slide Layer)

Unsafe Work Practices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on each bullet to learn more

inproper use of
equipnent, such as
cranes and hoists

2 (Slide Layer)

Unsafe Work Pra c_tices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on =ach bullet to learn more

use of equipment (such as
forklifts) without having
the required training
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3 (Slide Layer)

Unsafe Work Practices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on each bullet to learn more

use of inproperly
maintained equipment,
such as power tools with
fraved wires

4 (Slide Layer)

Unsafe Work Pra c_tices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on =ach bullet to learn more

failure to use personal
protective equipment
(PPE), such as hardhats
or safety glasses
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5 (Slide Layer)

Unsafe Work Practices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on each bullet to learn more

failure to follow
procedures, such as those
established for handling
hazardous chemicals

6 (Slide Layer)

Unsafe Work Pra c_tices

Unsafe work practices can lead to serious workplace injuries.
Some of these practices include the

Click on =ach bullet to learn more

failure to stop or pause
work when unexpected
chainges or conditions
occur
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3.5 Accidents, Injuries, and Ilinesses

Accidents, injuries, and illnesses can result fram:

Anticipating and Recognizing Hazards in the Workplace

Accidents, injuries, and illnesses can result from:

' R

getting struck by an object, such as a falling tool, or
falling against an object, such as a piece of equipment
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2 (Slide Layer)

Types of Accidents, l;ljuriés, and llinesses

Anticipating and Recognizing Hazards in the Workplace

Accidents, injuries, and illnesses can result from:

i -

contact by a harmful substance, such as a spray of acid

Accidents, injuries, and illnesses can result from:

i K b

contact with a harmful object, such as an energized
electrical wire
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4 (Slide Layer)

Types of Accidents, l;ljuriés, and llinesses

Anticipating and Recognizing Hazards in the Workplace

Accidents, injuries, and illnesses can result from:

5 R

getting caught in, on, between, or under equipment
(Note: LANL badge lanyards mustbe able to come apart
to break away from your neck if caught)

ipating and Recognizing Hazards in the Workplace

Accidents, injuries, and illnesses can result from:

& -

falling on the same level, such as a slip or trip, or from
one level to another, such as from scaffolding
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6 (Slide Layer)

Types of Accidents, l;ljuriés, and llinesses

Anticipating and Recognizing Hazards in the Workplace

Accidents, injuries, and illnesses can result from:

5 K

overexertion, such as a stress or strain on the body
from improper lifting or from repetitive motion

7 (Slide Layer)

Accidents, injuries, and illnesses can result from:

i K

exposureto hazards, such as excessive noise, extreme
temperatures, or chemical fumes or fibers
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8 (Slide Layer)

Types of Accidents, l;ljuriés, and llinesses

failure to stay hydrated-LANL has extremely low
humidity

3.6 Electrical Safety

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well

as in office equipment, such as printers, copiers, and
shredders. When you work around electncal equipment,
heed the following precautions; i

Click pn ppch bullet to learm mgee
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1 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electrical equipment,
heed the following precautions:

Click on sach bullet to learn mare

do not assurnre that any energy source is
too sl to hurt you

2 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electncal equipment,
heed the following precautions:

Click on sach bullet to learn maore

do not assurme that equipment is turned off
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3 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electrical equipment,
heed the following precautions:

Click on sach bullet to learn mare

turn off equipment before disconnecting it and
before attenpting to repair it or renove a jom

4 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electncal equipment,
heed the following precautions:

Click on sach bullet to learn maore

disconnect equipment by the plug, not
by the cord
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5 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electrical equipment,
heed the following precautions:

Click on sach bullet to learn mare

do not use equipment with frayed
cords or wires

6 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electncal equipment,
heed the following precautions:

Click on sach bullet to learn maore

use properly grounded (three-prong) plugs
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7 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electrical equipment,
heed the following precautions:

Click on sach bullet to learn mare

do not “daisy-chain” extension cords or use
themin place of pernonent wiring. Only one
extension cord is permitted between an outlet
and an electrical applionce

8 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical
hazards are present in high-voltage power lines, as well
as in office equipment, such as printers, copiers, and
shredders. When you work around electncal equipment,
heed the following precautions:

Click on sach bullet to learn maore

do not overload electrical outlets or circuits
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9 (Slide Layer)

Electrical Safety

Electricity is an invisible omnipresent hazard. Electrical

hazards are present in high-voltage power lines, as well

as in office equipment, such as printers, copiers, and
shredders. When you work around electrical equipment,  g.
heed the following precautions: W ;

Click on sach bullet to learn mare

keep electrical equipment, electrical outlets,
and other power supplies clear of obstructions
and away fromplants and beverages

3.7 Lockout/Tagout Program

Lockout/Tagout Program

In addition to its Electric Safety program, LANL operates an energy-
control program to protect employess from all types of hazardous
energy, including mechanical, hydraulic, pneumatic, chemical,
radiological, and thermal,

Click on each button to learm mone

Core Driver Program Detalls

What is LOTO?
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3.8 Lockout/Tagout Function

Lockout/Tagout Function

The function of lockout/tagout is to protect two general categories of
workers: affected and authorized.
Click on each bution 1o lesmm mons

Affected Authonzed
Worker Worker

Where are Locks & Tags placed

You must recognize and obsernve your respansibiities for lockout, tagout
for your own safety, as well as the safery of vour coworkers. Ignering
lockout/tagout procedures has Senous consequences for you and your
coworkers, Any viokation of a locKout/ Tagout procedure is subject 1o
disciplinary action, up to and including termination,

3.9 Methods for Planning Safe Work

Methods for Planning Safe Work

All work at LANL, whether research and development. maintenance, or
production, must follow the requirements outlined in P300, Integrated
Work Management, and redated work control documents, P300 outlines
how to define work, analyze hazards, develop controls, perform work,
and evaluate performance of work. The work planning method used to
hedp meet these requirements is the IWD, which contains the following

300 Integrated Wk Management
All Laboratory workers Pant 1 - Activity- Specie Infermation

should take specific
Integrated Work
Management training for Past 3 - Validation and Releass Inf;
more details about this {faliowed by work exscution)
work-planning method, Past 4 - Clase-Out Information

Padt 2 - Work-drea Informatsan
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3.10 Principles of Industrial Hygiene and Safety

== ===
Principles of Industrial Hygiene and Safety

Work planning involves the four principles of industrial
hygiene and safety’

Clach 0 esdch wond 10 leaim mane

S Anticipation
= B Evaluation

Notes:

Anticipation (Slide Layer)

——
Principles of Industrial Hygiene and Safety

Work planning involves the four principles of industnal
hygiene and safety:

Click on each word to learn more

S Anticipation

—

Published by Articulate® Storyline www.articulate.com



Recognition (Slide Layer)

Work planning involves the four principles of industnal
hygiene and safety:

Click on each word to learn more

5 Anticipation
Evaluation

recognition: the
identification of hazards
and their effects

=

c O
Q0 4o
Q
QO
e o

Work planning involves the four principles of industnal
hygiene and safety:

Click on each word to learn more

5 Anticipation
7~ Evaluation
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Control (Slide Layer)

Principles of Industrial Hygiene and Safety

Work planning involves the four principles of industnal
hygiene and safety:

Click on each word to learn more

S Anticipation
= 5 Evaluation

Haver on sach contiol type 1o leam mane

« Hierarchy of Controls

wiertive

Notes:
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Elimination (Slide Layer)

Controlling Hazards in the Workplace

Hover on each control type to learn more

2 Hierarchy of Contrg

Elimination
Elimination is the
removal of a hazard
from the operation.

4 Isolate people
A from the hazard
Change the way
people work

Protect the worker with
Personal Protective Equipment

Hower on each control type to learn maore

s« Hierarchy of Con

Substitution
Substitution is the
replacementof a
rdous material or
fith a less-
s material or

Change the way
people work

Protect the worker with
Personal Protective Equipment
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EngineeringControls (Slide Layer)

Controlling Hazards in the Workplace

Hover on each control type to learn more

2 Hierarchy of Cog

Engineering Controls
Engineering controls are
mechanical or structural
systems used to reduce or
minimize hazards.

" Examples include
1 fume hoods/glove

boxes,

2 interlocks,
3 shielding,
4 pressure
5 HEPAfilters.

Administrative (Slide Layer)

Controlling Hazards in the Workplace

Hower on each control type to learn maore

2« Hierarchy of Cog

Administrative Controls
Administrative controls
are requirements
ished to minimize
zards. Some examples

integrated work
documents,

limits on exposure
time,

signs and postings,
training, and
access controls.
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PPE (Slide Layer)

/’ Hover on each control type to learn more

Hierarchy o

Most
effective

Administrat 4

Controls ! e T
Pmmﬁed N
Least ..J to use at the Laborat
effective . J

3.12 What lies ahead

What Lies Ahead

In the next module, you'll learn more about radiological hazards,
the lirr and risks of expos y ionizing radiation, radiologic
protection and controls, 1at m do in the event of a
radiological emergency.

But first, how about another quick knowledge check?

3.13 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Provide a workplace that is free from recognized and
uncontrolled kazards

Prevent government intererance
Prevent sexual harassment

All listed

Correct Choice

X Provide a workplace that is free from recognized and uncontrolled hazards

Prevent government interference

Prevent sexual harassment

All listed

Feedback when correct:

The rule requires that DOE contractor workers be provided with safe and healthful workplaces
in which hazards are abated, controlled, or otherwise mitigated in a manner that provides

reasonable assurance that workers are protected from the hazards associated with their jobs.
Feedback when incorrect:

The rule requires that DOE contractor workers be provided with safe and healthful workplaces
in which hazards are abated, controlled, or otherwise mitigated in a manner that provides

reasonable assurance that workers are protected from the hazards associated with their jobs.
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Correct (Slide Layer)

The goal of the Worker Safety and Health rule is to:

Correct

The rule requires that DOE contractor workers be provided with safe
and healthful workplaces in which hazards are abated, controlled, or

otherwise mitigated in a manner that provides reasonable assurance
that workers are protected from the hazards associated with their

jobs.

Incorrect (Slide Layer)

The goal of the Worker Safety and Health rule is to:

Incorrect

The rule requires that DOE contractor workers be provided with safe
and healthful workplaces in which hazards are abated, controlled, or

otherwise mitigated in a manner that provides reasonable assurance
that workers are protected from the hazards associated with their

jobs.

3.14 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Of the following hazard control methods, which is the
most preferred?

Adrministrative controls
PPE
Elimination

Substitution

Correct Choice

Administrative controls

PPE

X Elimination

Substitution

Feedback when correct:
Eliminating a hazard from the operation is the most preferred administrative control.
Feedback when incorrect:

Eliminating a hazard from the operation is the most preferred administrative control.
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Correct (Slide Layer)

Of the following hazard control methods, which is the
most preferred?

Correct

Eliminating a hazard from the operation is the most preferred
administrative control.

Incorrect (Slide Layer)

Of the following hazard control methods, which is the
most preferred?

Incorrect

Eliminating a hazard from the operation is the most preferred
administrative control,

3.15 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Lockout/tagout procedures are used to prevent

Injuries caused by the unexpacted release of hazardous

energy
The unexpected startup of equipment or devices
Access 10 restricted areas after hours

Both; injunes caused by unexpected release of hazardous
energy and the unexpected star up or equipment or devices

Correct Choice

Injuries caused by the unexpected release of hazardous energy

The unexpected startup of equipment or devices

Access to restricted areas after hours

X Both; injuries caused by unexpected release of hazardous energy and the

unexpected start up or equipment or devices

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Lockout/tagout procedures are used to prevent

Correct

That's right! You selected the correct response.

Incorrect (Slide Layer)

Lockout/tagout procedures are used to prevent

Incorrect

You did not select the correct response.
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3.16 End of Course

End of Module

You have come to the end of Module Three. Close the browser
window and launch the next module.

Notes:
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4. 851

4.1 DOE 10 CFR 851

Click on DOE 10 o s 2
CFR 851 to zoom Lot Adamen

WORKER PROTECTIOM AT
LOS ALAMOS NATIONAL LABORATORY

5. Video Scene

5.1 Policy page

W giasmsm—— |

+ s : B B 4w B
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6. Untitled Scene

6.1 What Is LOTO?

What Is LOTO?

Lockout - The placement of a lock and tag by an authorized worker
an an energy-isolating device in accordance with P101-3 to ensure
that the equipment being controlled cannot be operated until the
lock is removed

Tagout - The placement of a tagout device on an energy-solating
device, in accordance with an established procedure, 1o indicate that
the energy-isolating device and the equipment being controlled may
not be operated until the tagout device is removed,

6.2 Core Drivers

Core Drivers

A core driver for this program is OSHA standard 29 Code of Federal
regulations (CFR) 1910, 147 which requires the use of practices and
procedures for solating machines or equipment from their energy source
before service and maintenance work is performed on any maching or
equipment.

Generally, these procedunes
require the placement of locks
and tags, called fockout/tagout, to
prevent the unexpected
energization, startup. or release of
stored energy that could hurt
emplovees who are working on

equipment. machines, or systems. | e

This Ao VB Wil Pemusgd 85 LANL
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6.3 Program Details

Program Details

Click on tag to I00m

The Laboratory's Energy
Control program is
established in P101-3,
Lockout/Tagout for
Hazardous Energy Controf,
which requires the use of
locks AND tags. Tags alone
are unacceptable, except in
certain arcumstances, such
a5 when the energy-solating
device cannot physically be
lochked out.

6.4 Affected Worker

Affected Worker

An affected employee is an employee whase job requires himy/her to
operate or use a maching or equipment on which Senvicing or maintenance
i& being performed under lockout or agout or whose job requires him/her to
work in an area in which such senvicing or maintenance is being performed,

Regardiess of your job at LANL. your work may require you 1o enter an arnsa

in which tags, with or without locks, are being used. Your entry into one of
thiese areas will make you an affected worked. Your awareness of

lockout/ tagout procedures will help prevent workpiace: injuries.

As an affected worker. you must be able to recognize Laboratory locks and
lags.

Mever attempt to operate machines. equipment, or systems that are tagged
or tagged and locked, and never remaove or attempt 10 bypass locks and//or
tags that have been placed on machines, equipment, or systems
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6.5 Authorized Worker

Authorized Worker

An authorized employee is anyone who locks out or tags out machines
or equipment to perform Senvice or maintenance on that machine or
equipment, An affected employee becomes an authorized employes
when that employee’s duties include performing Semnvicing or
maintenance covered under the standard.

Al LANL, authorized waorkers are appointed by line managers 10 service
or maintain equipment, machinery, or systems and are trained in
accordance with PL01-3. Authorized workers may also be affected
WOrkers.

Ondy authoriped workers conduct lockout tagout procedures, Workers
must follow the policy PL01-3, Lockoul Tagout for Hazardous Energy
Controd, Before you are authonzed 10 execute eckoul Tagout, you must
compéete hands-on classioom lockout/Tagout training.

6.6 Where Are Tags Placed?

Where Are Tags Placed?

Locks and tags can be found on circuit breakers, ondoff switches, valves. or
any device that tums off or secures a source of energy. For example. a lock
and tag might be found on the circuit breaker in your bullding, on the power
switch of a band saw. or on the valve of a sprinkler system.

Red locks and multiple-lock lockout devices are used with red tags that read

DANGER-DO ROT OPERATE. These red locks and red tags are the only such
devices allowed for use at LANL for the control of hazardous energy. Do not
tamper with the lock, That red lock/red tag is there to protect someona's
Iife. I, as an affected worker. you see any locks of a different color ina
Iu-dcwt..-"tamul Situation, consult Your SUPenvisor.

hji - ‘
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7. Anticipating Hazards

7.1 Anticipating and Recognizing Hazards in the Workplace

Anticipating and Recognizing Hazards in the Workplace

identifying hazards s integral to maintaining a safe and healthy workplace. You should
b leat to any hazands in your work area and help identsty any hazands i your work
sctivities. Using obsenations (seeing. smelling. and heasing) and naticing body signs
and symptoms will aid o recognizing hazards.

The: sevority of a hazard & affected by workplace conditions and the conditions of
ExposUre o the hazard. For example, the arount of stored energy in & pressung systsm,
the type of unguarded rotating equipment, the haight of an slevated working surface, o
the voltage of an energized system affects the sevesity of the hagards present.

The types of chemicals present and conditions of exposure can also infleence hazasd
sevedity. Exposure conditions include the route of antry o the body. concentratson,
enpesune e, and mdridusl susceptibify.

BES
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Module Four - GERT

1. Working around Radiation

1.1 Introduction

B 000 S 010

Notes:
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1.2 Atoms, Isotopes, and Decay

Atoms, Isotopes, and Decay

Aloms

detarmin

Isotopes (Slide Layer)

Atoms, Isotopes, and Dec

Isotopes
Isotopes are two or more forms of
the same element that contai

of protons but di
numbers of neutrons. These too can
ha e or unstabl dioactive)
forms. As a result, isotopes do not
differ from the element in their
chemical properties but are different
nuclear forms of an element.

Isotopes Decay
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Decay (Slide Layer)

cerfain combinations of neutrons
and protons result in a stable atom, too many or
too fi eutrons fo i

atoms to emit radiation as they decay is called

radioactivity.
1.3 Radiation
Radiation

[For the purposes of this training. the wo genedal forrs of radistion ane lenazing

- e lomization i the process of changing the
o= T . number of alectrons associated with an

-
I atom, resulting in & charged atom called
e an ion. lenizing radiation contains enough
F e — anergy 0 sonize, or creats charped atoms.

Examiples of ionzing radiation indluds
alpha, beta, neutron, and gamma oF K-y,

» hamleg enaugh energy to stiep electrons from:
atoms. Examples of nomionisng radiation
= " inchude visible B radio wines, and

Trewaves. In this training we am
concemed almest exciusively with
ionizing radation.
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1.4 Radiation, continued

Radiation, continued

The amournt of energy from lonizing radiation that &
person absocbs from radiation sources is called a
radiation dose. This dose can be maasured using
radiaticn dosimetny ard S reporbed in terms of
rems o millirams (minems), which s tha wnit of
measuremant that considers the biological damage
Lt the human body.

lnazing radiaticd & peesent at the Laboratary s
bath genersted and background radistion.
Generated radiation is energy in the form of
particles or waves from artificial or natural sousces.
theal can be used in ressanch applications. Common.
sources of radiation at the Laboratary inchude
radinactre materials and panse scoslaraton used
in national security, medical. and scientific ressarch
Bctivities.

1.5 Background (Non-Work-Related) Radiation

Background (Non-Work-Related) Radiation

Non-work-nelated radation s both naturally cocurmng and manmadi in the ervionment. The
average LIS nationwide dosa from background radaton & about 820 miem per year. in Los
Alarmces. the non-work-related dose averages about TO0 mrem per year, mosthy bécause of the
high altitude and naturally- coumng radon levels.

Terrestrial Internal 19 mrem
31 mrem [ fCusmi:: 31 mrem

SR\
. H-\"'-\. b oy ".
T~
| Radon
b 229 mrem
OIS OVEr SOUNCES Desow |

| [ Natural Sources
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Naturally (Slide Layer)

Maturally occur ound radiation comes from
I e - cosmicrays from the sun and stars-the thinner
is from natural sources. atmosphere at higher altitudes provides less shielding
Cosmic from cosmic rays;
- radioactive materials in the earth-uranium, thorium,
and radium are found in soil, rocks, and water;
-radioactive materials in the body, such as potassium-
40, which occurs naturallyin foods;
- radioactive materials in the air-for example, radon
gas, which comes from the decay of uranium and
Natural Radiation Dose, thorium, is ent in the air and can travel through
EIEOTOR R DR e the soil to collect in the hom
- cigar
additional annual dose of about 1300 mrem from
breathing naturally occurring radioactive particles
found in tobacco.

Manmade background radiation comes
from

- medical procedures, such as dental x-rays,
diagnostic tests, and radiation therapy:

- consumer products, including building
materials; and

- industrial uses, such as radiography or soil

Terrestrial J&E nsity meters.

Non-work:related radiation is both nat
-average US nationwide dosefrom b
Alamos, the non-work-related dose
high altitud e and naturally- ccurring ra

mouse over seurces below \\ 2
-

- [ Natural Sources |
: Manmade Sources
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1.6 Radiation Exposure

Notes:

The Timeline interaction lets learners discover the events on a timeline.

Use the Timeline interaction to:
o Walk through a series of periods and events.
o Highlight key milestones in a schedule.

e Explain the steps in a sequence.
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Exposure (Slide Layer)

Radiation Exposure

c £ Radiation E

Type'. of Exposure
Prenatal Effects of Exposure
Comparing Occupational

‘ Exposures

g DvOE Radiation Dose
'I Limits

HowWeMwe Radiation
Exposure

N ‘Radiation Exposure:

'_ ‘Causesof Radiation Exposure.
I[ Typsofﬂmmru

_ Prenatal Effects of Exposure

; Comparing Occupational

‘ Exposures

5 DMOE Radiation Dose

'| Limits

How_wepﬁw_e;'_ﬂadéaﬁpn ma | undesir; o al)

Epostife location, such as outside the glovebox or hood in
which the material is being handled: in homes or
offices; or in the soil, air, or other areas of the
environment. Any contained radioactive material,
although it emits radiation, is not contamination.
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types-3 (Slide Layer)

Radiation Exposure Typﬁ DfEE “re
dlick on the buttons below

Causesof Radiation Exposure
Typec of Exposure Acute Exposure

Prenatal Effects of Exposure

Comparing Ocoupational Chron": Exposure

Exposures

rOE Radiation Dose
Limits

How We Measure Radiation
Exposure

prenatal-4 (Slide Layer)

Radiation Exposure Prenata-l EffmSUfEXPm“re

Causesof Radiation Exposure The embryo/fetus is
especially sensitive to
radiation because its cells

Types of Exposure are dividing rapidly. The

( ’ ' degreeand kind of radiation

damage are dependent on
the stage of development of
the embryo.

Prenatal Effects of Exposure

I RS High doses of radiation can result in miscarriage, a

ST low birth weight, mental retardation, birth defects,
TR e and an increased risk of developing cancer and
e other diseases.

Because the effects of lowdoses of radiation are
How We Measura Radiation not precisely known, it is wise to avoid any
Eepostife unnecessary radiation exposure during pregnancy.

Reporting a Pregnancy m
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occupational-5 (Slide Layer)

dose-limits-6 (Slide Layer)

|
|
'|

|

| S O
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Measure (Slide Layer)

Radiation Exposure m mmﬂm

; ﬁttkvelaboratory..specia& derection and dosimetry devices
are used to detect radistion and radicactive material. [f you
T of Explaccie wark on, with, or near radioactive material or radiation-
generatin g devices, you must be monitored to determine
theradiation dose you have received in the workplace.

Causesof Radiation Exposure

Prenatal Effects of Exposure

External Monitoring
Comparing Ocoupational

Exposures

DOE Radiation Dose Internal Monitoring
Limits

How We Measure Radiation Radiation Dose
Exposure

Reports

Monitoring Program

Acute exposure (Slide Layer)

Radiation Exposure
Acute exposure occirs when adoss

of radiation isreceived in a short period-

Causesof Radiation Exposure An acute,

air or replace
Om aoute,
hin minutes

Types of Exposure

Prenatal Effects of Exposure Ex mF‘l

* the loca OSE r d during
: § ¢ and

Comparing Ocoupational : - red by atomic
Exposures : 2 -

DOE Radiation Dose
Limits

How We Measure Radiation
Exposure
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Chronic exposure (Slide Layer)

Radiation Exposure

Causesof Radiation Exposure typically from months
level d sually |

because the body has time
Types of Exposure

Prenatal Effects of Exposure

Comparing Ocoupational

Exposures

from chronic, low-|
DvOE Radiation Dose LS T be a slight inoeas
Limits " T ;

How We Measure Radiation
Exposure

SRR Ifyou are pregnant or are considering becoming
pregnant and could be exposed to radiation in the
workplace, you are encouraged to notify
cupational Health (OH) in w £. This declaration
s voluntary and may be revoked in writing any time
Types of Exposure by the declared pregnant worker

Causesof Radiation Exposure

ce a female worker submits a written declaration

FienatsEtensas bpdents gnancy with OH, sheis considered to be a

declared pres rker. The Reproductive Health

Accictan - i p - vk
St Geripatonsl Assistan ( ) will evaluate your work
Exposures situation to de i our job tasks mu

modified to minimize exposure and will provide the
DOE Radiation Dose option of a reassignment ofjob tas

Limits

How We Measure Radiation

Exposure % :
964, as amended, while you ar

in which exposure to occupational radiation is

unlikely.
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1.7 ALARA

The Goal of the ALARA Program

Is to reduce externial and internal radiatson exposures to a level that = b low as
reasonably achiovabile (ALARA) and well balow the DOE limits. Managemant
and radiclogical contiol personnel establish palicies and pioceduies fof the ALARA
Program. Howewer, you, the individual worker, ame respardsable for keaping yous

Notes:

1.8 Controls and Postings for Protection

Controls and Postings for Protection

In support of the ALARA concapl, LANL uses vadiouws radological controls io protect
workers from exposund 1o radiation. All arsas, matesials, and machinés that are
controlled for radiological purposes ane identified by posted signs, tags. of labels,
combaned with physical banmers whers approprste. T standand radintion caution
symbaol (trafoil), with the unique color combination of black or magenta on a vellow
backgroursd, makes radiclogecal hazards easier 1o recognize.

‘R‘
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1.9 Controlled Areas

Areas Controlled for Radiological Purposes

Estabilisted by DOE in 10 CFR &35, areas controlled for radiologhcal purposes ame based
on the potential for external rdsation expesure and,or the poténtsal for contamination

o
Iy LM
Fedenlopeeal I..”'M
Buffer Arnas Controlled
Tuffor Aroas i

Types of Areas

1.10 Recognizing Radiological

Recognizing Radiological Hazards

Argas. oo matenals that are controBed for radiclogical purposes ane identified by one o

moee of the Tolleaing:

= yellow and black signs beanng the trefoil with the appropriate adickagical cortnol
infcamatson, posted a1 aneas where radslogical hazards est;

+ blsck oo maenta on yellow 1aps and lsbels bearng the tefoll that dentity specific
radsological hacarnds within an anea controlied for radiclogical purposes,

* yellow and magenta ropes, tapes. chains. or other barriers that define the boundaries
of posted areas; and

yoliow plastic wapping o labaled containgrs, beanng the trefol, that pockage

rad iatwe matanal

Notes:
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1.11 Entering Radiological Areas

Entering Radiological Areas

Spectlac tramng is requined to enter (without a qualified escort) different aneas
controlled for radiclogcal purposss. The DOE demdes the workfores into general
employes and radiclogical worker catégonies.

Complating Genedal Employes Radwlogical Training (GERT), passing the GET
exhm, and completing requined facility ard job-specific training allow whesoomed
entry into a controlled area. Other adinlogical areas requine additonal training.
such as Radiclogscal Woeker Il Uniless qualified by Radiclogecal Worker Training.
workers must 10 retake the GERT axam every 24 months.

1.12 Responsibilities

Responsibilities

Laboratory manapers must

+  help ensune that radiation doses recened by
wodkers, visitons, and the public are kept ALARA
dedesrnine which workers requine desimetry;
idantity radiclogical workes;
ensura that their worksrs have completed
appeopriate radiclogical safety traming: and
estabinh radaological control peogiants AL their

focilitios
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1.13 Responsibilities

Responsibilities

Your Responsibilites

You are responsible for keepang your personal radation

dose ALARA. You must

* abey 8l radiolagcal sigrs and postings,

* fodiow all radiclogical and safety rules and procedures,
including integrated work documents (Wis) and
radealogical work parmits (RWPL);

= enter araas controlled for edilogical purposes ondy if
peopedty trained of escorted and only when necessary for
o work;
use ALARA techniques to reduce the dose:
repon unussal radiologeal SIEEtions b your SUpensor
and the radiclogical controd technscian (RCT) assigned 1o
yOur work area;
e awade of emergency peocedures for your woek area; and

= refresh GERT every 24 months, unless you upgrads to
Radictogscal Worker Training. 1o continue access into a
controiled ares.

1.14 Emergency Information

Emergency Information

e i e Muchear Critscality
wWuclear cl'i“-'l!ll‘iﬂ" Safely Some nuclear materials are foade matenals, which
means that if concantrated in a solution or brought
éL!EJEEI_r easely togather a5 soluds in sutficient quantity, they
FF‘UCEIFIB;{ o spontansausly it harmul levels of radiation, Althaugh
Safety Division —  eritiealty sxperiments are conduscted as part of the
Labraton’'s scientific research, 8 criticalty socndent
results when it ocours in an uncontrolled ervironmaent

A eniticality accident & a vary localioed event, causing injury or daath to individuals en the
immediate area from an acute, high-level dose of radation, but typssally not causing a physical
explosion of Bquipment damags

Thie control of fssibe matenals to prenent such secidents is called nuclear eriticality safety. The
Laboratony's Muchear Criticality Safety (MCS) Division provides nuclesr criticality safety
apartse to all Laboratory faciities where plutonium and wanism are handbed,

I wour job assignment invohees working with or reas fissile materials, you will recens
additional trasnang on nuclear criticality safety.
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1.15 Emergency Information

Emergency Information

Infarmation Specific to Facilities and Work Aneas
Emaergency procedures and alamms at the Laboeatony vary for
defterent facilities and work areas. You should know

+ the emergency procedures specific 19 your work anea,

*  the warning sirers of alanms specific to your work arsa, and
*  how to contact the RCT assigned 1o yous work area

In an emergency, call 511

1.16 What Lies Ahead

What Lies Ahead
Im the mext module, we will Iook at the senvices, procedures, and
responsibilities retated 1o Oocupational Health (OH) at LANL.

Before yvou proceed, put your knowledge to the test by
answernng the following questions.

1.17 knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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All but one of the following contributes to naturally
occurring background radiation. The exception is

) radon gas in the air
) cosmic rays from the sun and stars
@ medical radiation therapy

L uranium in the soil

Correct Choice

radon gas in the air

cosmic rays from the sun and stars

X medical radiation therapy

uranium in the soil

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

All but one of the following contributes to naturally
occurring badkground radiation. The exception is

() radon gas in the air

Incorrect (Slide Layer)

All but one of the following contributes to naturally
occurring background radiation. The exception is

() radon gas in the air

1.18 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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External exposure to radiation

can be detected with the human sense
‘@ does not result in contamination of the worker
") can be reduced by wearing proper dosimelry

causes higher birth weights in babies

Correct Choice

can be detected with the human sense

X does not result in contamination of the worker

can be reduced by wearing proper dosimetry

causes higher birth weights in babies

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

External exposure to radiation

() can be detected with the human sense

(®) does not result in contamination of the worker

O Cﬂl‘ Correct

O cal That's right! You selected the correct responsa.

t

Incorrect (Slide Layer)

External exposure to radiation

(") can be detected with the human sense

(@) does not result in contamination of the worker

O Cal' Incorrect

O cal  You did not select the correct response.

N

1.19 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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The maximum radiation dose a visitor to the
Laboratory or a member of the public is allowed to
recejve annually is

(®) 100 mrem

() B rem

) 50 rem

() 15,000 mrem

X 100 mrem

5rem

50 rem

15,000 mrem

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

The maximum radiation dose a visitor to the
Laboratory or a member of the public is allowed to
receive annually is

@ 10‘;} mrem

.~ Correct

O5n
| That's right! You selected the correct response.

@1

® 15]‘.._-.

%

Incorrect (Slide Layer)

The maximum radiation dose a visitor to the
Laboratory or a member of the public is allowed to
receive annually is

@ 1DQ mrem
O 51 Incorrect

| You did not select the correct response.

O50
O 15]‘_..._

%
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1.20 End of Module

End of Module

Notes:
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2. media

2.1 reducing external

Reducing External Dose

This extednal dose &= reduced by the
* minimizeng the time spent near
“thi source of radsation,

* maximizing the distance from the
source of rdiaton, and

* using shiekding between the body
and the sounce of radiation.

2.2 reducing internal dose

Reducing Internal Dose

Your internal doss s reduced by the control methods that keep radicactive matenalks

from entesing the body theough the lungs, mouth, or skin, including

* anganeanng controls (ghoveboxes, hoods, and ventil@on systems);

* pdministrative controls [work contral procedures, radicloghcal work permnats (RWPs),
and work practices]. and

PPE (coveralis, gloves, booties, hats, and respiraton).

Engineering Administrative PPE
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Module Five - Working Healthy

1. Occuptational Health

1.1 Introduction

| 0004 01213

Notes:
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1.2 Occupational Health Services

Occupational Health Services

Mission About Medical Services

Notes:

Mission (Slide Layer)

Occupational Health Services

About Medical Services
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Medical Services (Slide Layer)

Occupational Health Services

About Medical Sermvices

1.3 Medical Evaluations

Medical Evaluations

All Lab emplovess must comply with all health evaluation
requirements. Contract workers may be required to participate in
some Laboratory-specific medical sunveillance and certification
evaluations,

Click pn ppch Bution 10 lpam about new hig evalations and medical lpave

MNew-Hire Evaluations
Medical Leave
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1.4 Other Evaluations

Other Evaluations

Some job assignments require perodic medical survedlance or

cerification evaluations. For example,

1 individuals who work with asbestos, with ientified carcinogens, or
in high-nowse areas are monitoned for earty Signs of health effects;
and

2 commercial tuck drivers, respiraton users. and security personnel
are evaluated 10 ensure that their health meets job-performance
standards before they are certified for their particular jobs.

Chick on aach button o learn abaout fniess for duty svals, and teemnaton eals

Fitness-for-Duty Evaluations
Termination Evaluations

1.5 Work-Related Injuries or llinesses

Work-Related Injuries or llinesses

Contract Workers

Click Button 1o leamn aboll, contiact warks
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1.6 Reporting Work-Related Injuries & llinesses

Reporting Work-Related Injuries and llinesses

All work-related injuries or illnesses must ba reported to your
supenvisor. During work hours, go to the OH building for evaluation
and eatment For nonemergency injunies or llnesses, LANL
employees must be evaluated initially by OH staff befone being
wreated elsewhere for an ocoupational injury/iliness. Employees of
subcontractons are urgad to go o Occupational Health (OH), but may
s their own emergency service. Duning normal working hours,
report to the OH clinéc for evaluation, Your manager/designes
shoukd accompany you, After hours, on weekends, or offsie, call OH
(24 hours/day) 10 reach the on-call provider for direction regarding
whire and when 1o report for evaluation and treatment,

Click an each Bultton to kEarm mome

When to call 911 Before returning to wirk p

1.7 Ergonomics & Services for Persons w/ Disabilities

Ergonomics and Services for Persons with Disabilities

Because injunes can develop following repetitive activities, such
as typing. lifting. bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These senvices include; Glick an gach buston to learn mors

LAML also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.
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1 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on sach button tolearn more

1. individual worksite ergonomic evaluations

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.

2 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on each button tolearn more

2. job specific ergonomics training

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.
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3 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on sach button tolearn more

3. an office ergonomics demonstration room at SM-30, W115

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.

4 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on each button tolearn more

4. an ergonomics website: http://ergo.lanl.gov

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.
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5 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on sach button tolearn more

5. glovebox ergonomics demonstration equipment

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.

6 (Slide Layer)

Ergonomics and Services for Persons with Disabilities

Because injuries can develop following repetitive activities, such
as typing, lifting, bending, and twisting the back and upper
extremities, LANL provides ergonomics services to help reduce
or eliminate work-related factors that can cause these injuries.
These services include: Click on each button tolearn more

6. programs to aid employees in finding and acquiring proper
ergonomics equipment

LANL also has systems in place to assist anyone onsite with
temporary or permanent disabilities. OH can help with requests
for work adjustments or reasonable accommodations of
temporary or permanent disabilities.
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1.8 Reproductive Health

Protection against Reproductive Health Hazards

Reproductive health services are
available if you are pregnant,
planning a pregnancy (regardiess
of whether you ana a male or
female employee). or NUISing a
baby. The Reproductive Health
Assistance Program (RHAP) helps
1o protect aganst reproductive
health hazards to which you may
be exposed in the workplace,

Chick on button to lésrm more

HEALTH

1.9 Travel Clinic Services

Travel Clinic Services
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1.10 EAP Counseling & Referral

Employee Assistance Program Counseling and Referral

The Employee Assictance Program (EAP) provides confidential, short-
term counseling. Any LANL badge holder may schedule an appointment
with a counselos to discuss any difficulties they are experiencng at
work or in their personal IVeS. Gk on ssch button to lsarm more

Confidentality EAP services

Services (Slide Layer)

Employee Assistance Program Counseling and Referral

The Employee Assistance Program (EAP) provides confidential, short-
term counseling. Any LANL badge holder may schedule an appointment
with a counselor to discuss any difficulties they are experiencing at
work or in their personal lives. Click on each button tolearn mare

EAP services include
individual counseling,
referrals to outside counseling and treatment,
crisis response and support,
stress management,
veteran’s issues,
DOE actions on security clearances, and
management consultations.
Call the EAP with questions or to schedule an appointment.
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Confidentiality (Slide Layer)

Employee Assistance Program Counseling and Referral

The Employee Assistance Program (EAP) provides confidential, short
term counseling. Any LANL badge holder may schedule an appointment
with a counselor to discuss any difficulties they are experiencing at
work or in their personal lives. Click on each button tolearn more

Confidentiality is of primary importance to all EAP counselors. We will
not release any information regarding your contact with the EAP
without your written consent, unless we are obligated by law to
release information regarding issues of danger to self or others, orthe
abuse or neglect of children or the eldery.

1.11 Preventive Medicine Services

Preventive Medicine Services

OH provides preventive medicing services, such as
blood-pressure monitonng
SCTEENINg SENICes (Tor example, testing blood sugar and biood
pressure)
training on health-refated topics (for example, back care and
Ergonomics)
health promoton and fthess INCentve programs

OH also provides health and fitness programs through the Wellness
Center, which iz located at TA-3, SM-1663. Programs include
welght and stiess management,
smoKEng cessaton,
chobesterol reduction,
injury prevention, and Glick on button to leam mods
EXETCISE Classes.

Virgin Puise Wellness: Program
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1.12 Your Medical Records

Your Medical Records

Chick o Dultors 1o learm msane

YOur me I records

Your personal health
informatoin

What OH will tell your
SUpervisor
Work-related injury

Workers compensation

Medical Records (Slide Layer)

Your Medical Records

Click on buttons to learn mare

T IRt Tt Your medical records are
private. OH keeps health
records on all individuals seen
in the OH onsite clinic. You may
see your own health records.
What OH will tell your With your written authorization,
Ssupervisor LANL will send personal health
information to anyone you
Work-related injury choose (such as your primary
care physician and insurance
companies).

Your personal healih
informatoin

Workers compensation
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Personal Health (Slide Layer)

Your Medical Records

Click on buttons to learn mare

Your medical records Your personal health infarmation is
protected by the Health Insurance
Portability and Accountability Act (HIPAA)
Your personal health Medical Privacy Standards and by other
informatoin applicable laws and regulations. HIPAA
describes how your personal health
What OH will tell your information may (and may not) be used
supervisor or shared. Worker and employer rights
and responsibiliies under this law are
described in the Laboratory Motice of
Work-related injury Privacy Practices, which is available at the
OH facility. EAP records and Human
Reliability Program (HRP) records are
Workers compensation kept confidential and separate from the
OH patient records.

Supervisor (Slide Layer)

Your Medical Records

Click on buttons to learn mare

medical records OH will tell your supervisor only

« whether leave for health
reasons is appropriate,
how long your leave may last,
and

What OH will tell your what your medical work

supervisor restrictions or limitations are
when you return.

Your personal health
informatoin

Work-related injury

Workers compensation
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Injury (Slide Layer)

Your Medical Records

Click on buttons to learn mare

Your medical records If you are seen for a work-related

injury or illness, need-to-know

information related to that injury

orillness is sent to the worker’s

compensation case workers and to

What OH will tell your the safety investigators for review.
supervisor

Your personal health
informatoin

Work-related injury

Workers compensation

Workers Comp (Slide Layer)

Your Medical Records

Click on buttons to learn mare

Your medical records Worker's compensation caseworkers
will ensure that worker's
compensation benefits are
administered properly under New
Mexico law. Safety investigators will
What OH will tell your identify workplace hazards and
SUPEervisor ensure that OSHA reporting
requirements are met.

Your personal health
informatoin

Work-related injury

Workers compensation

Published by Articulate® Storyline www.articulate.com



2. Occupational Safety

2.1 Industrial Hygiene and Safety

Industrial Hygiene and Safety

Regulating Agencies

Notes:
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2.2 OSH Organization

The Occupational Safety and Health Organization

- The Laboratory's Occupational Safety and Health (OSH) Division
supports a safe and healthy workplace. Contact the organization for
. hefp with institutional health and safety ssues and regulatory
compliance issues. OSH maintains a Safety Help Desk that can be
- reached by calling 665-SAFE or by emalling safety@lan gov. You may
mmmm health and safety professionals assigned 1o your
mﬁ\mﬂm Make it a point 0 meet thesa individuals and make use
. of thelr valuable expertise early in the project planning process and as
- needed.

Inclustrial hygienists and safety engineers at LANL provide
support in the following areas

Industrial Hygiene programs
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2.4 Industrial Safety Programs

Industrial Safety Programs

Industrial safety programs are managed by OSH for LANL in the
following areas to help ensure tr'h_'eusq.faty of workers and
operations and to minimize property loss.

Industrial Safety Programs

2.5 Ombuds Office

Ombuds Office

The mission of the Ombuds Office i1s to enhance communication
and mitigate interpersonal conflict at the Laboratory. Designated as
a neutral entity for facilitating the informal resolution of workplace
concems, the Ombuds staff provides confidential, impartial, and
informal conflict resolution and problem-solving services to the
Laboratory workforce, including students and contractors, by

Mediation

Communication
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Safe (Slide Layer)

= =8
Ombuds Office

The mission of the Ombuds Office is to enhance communication
and mitigate interpersonal conflict at the Laboratory. Designated as
a neutral entity for facilitating the informal resolution of workplace
concems, the Ombuds staff provides confidential, impartial, and
informal conflict resolution and problem-salving senvices to the
Laboratory workforce, including students and contractors, by

Click each word to giEneipd

arn Tt i mal and

3 ¢ Mediation
Communication

Coaching (Slide Layer)

=
Ombuds Office

The mission of the Ombuds Office is to enhance communication
and mitigate interpersonal conflict at the Laboratory. Designated as
a neutral entity for facilitating the informal resolution of workplace
concems, the Ombuds staff provides confidential, impartial, and
informal conflict resolution and problem-solving senvices to the
Laboratory workforce, including students and contractors, by:

Coaching and assisting
individuals to reframe

oA M challenges and evaluate
options,

Click each word to

O & Mediation
Communication
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Mediation (Slide Layer)

Ombuds Office

The mission of the Ombuds Office is to enhance communication
and mitigate interpersonal conflict at the Laboratory. Designated as
a neutral entity for facilitating the informal resolution of workplace
concems, the Ombuds staff provides confidential, impartial, and
informal conflict resolution and problem-salving senvices to the
Laboratory workforce, including students and contractors, by

Click each word to
leam maore

&)

The mission of the Ombuds Office is to enhance communication
and mitigate interpersonal conflict at the Laboratory. Designated as
a neutral entity for facilitating the informal resolution of workplace
concems, the Ombuds staff provides confidential, impartial, and
informal conflict resolution and problem-solving senvices to the
Laboratory workforce, including students and contractors, by:

Click each word to
leam maore

O & Mediation
Communication
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2.6 What Lies Ahead

What Lies Ahead

In the next module, we'll Iook at some security issues at the
Laboratory and your role in protecting the Labaratory's mission,
spaces, and information-after a quick knowledge check.

2.7 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

dan you get help if you have a problem with substance

ask for help through OH
try to overcome the problem yourself
call the protective force

none of the above

ask for help through OH
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try to overcome the problem yourself

X call the protective force

none of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response. The correct response is ‘ask for help through OH.’

Notes:

Correct (Slide Layer)

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Incorrect

You did not select the correct response. The

correct response is ‘ask for help through OH/

2.8 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

() call 911 to get immediate first aid attention
() try to overcome the problem yourself
() call the protective force

(@) allof the above. in sequence

call 911 to get immediate first aid attention
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try to overcome the problem yourself

call the protective force

X all of the above, in sequence

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response. The correct response is all of the above, in sequence.

Correct (Slide Layer)

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Incorrect

You did not select the correct response. The

correct response is all of the above, in sequence.

2.9 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

All but one of the following health promotion

s are provided by OH The exception is

) training on health-related topics
(@) allergy shots
) blood pressure monitoring

() screening services and examinations

training on health-related topics
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X allergy shots

blood pressure monitoring

screening services and examinations

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response. The correct response is allergy shots.

Correct (Slide Layer)

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Incorrect

You did not select the correct response. The

correctresponse is allergy shots.

2.10 End of Module

End of Module

You have come to the end of Module Five. Close the browser
window and l[aunch the next module.

Notes:
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3. Lightboxes

3.1 Medical Absences

Medical Absences

Any employvee who is absent from work because of medical reasons for
more than 5 consecutive calendar days (or an equivalent time period for
those individuals on an alternative work schedule) must report to the OH
clinic for evaluation before returmning to work, An employee who was under
a doctor's care must bring the doctor's release form upan returning. Any
emplovesworker who is absent because of surgery must report 1o OH to
obtain a medical clearance before retuming to work. The employes mast
bring a written medical clearance for work from his or her surgeon of
primary care provider. OH staff will determing if the employee is able to
return to work and if any additional medical work restrictions or imitations
are needed.

OJY

3.2 New Hires

MNew Hires

A full medical evaluation at the OH clinic s scheduled for all new
employveas. The new-hire evaluation provides baseling
occupational medical information as you begin your employment.
Mew-hire medical evaluations are not provided for temporary
wirkers (expected 1o be on site fewer than 90 days), unless they

will be performing work that requires medical surveillance or
medical certification, or for subcontractors, unless they are
enrolled in the Human Reliabaity Program (HRP) or some specific
medical sunvellance programs.
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3.3 Fitness-for-Duty Evaluations

Fitness-for-Duty Evaluations

Supervisors may refer a worker 1o OH for a litness-for-duty (FFDY)

evaluation if they are concerned about

1 employes-identified medical problems affecting performance or
behavior,

2 safety or reliability in the workplace,

3 substance misuse problems, or

4 excessive Sick leave.

If your supernvisor refers you for an FFD medical evaluation, you must
comply, P102-3, Medical Evaluation for Work, describes the process in
more detail. See the “Your Medical Records” section later in this
training for information on how your medical records privacy is
protected,

3.4 Termination Evaluations

Termination Evaluations

Before leaving the Laboratory, an employee is offered an exit
medical evaluation. Employees who decling the offered medical
exam must do S0 in writing,
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3.5 Contract Workers

Contract Workers

3.6 When to call 911°?

When to call 9117

If the injury/iliness is a medical emergency. call 911 immediately
to get an ambulance; then notify your manager. If you are not
sure if vou need an ambulance or where to go for treatment, cail
OH for direction.

' )

(: 911

Police * Fire = Medical

EMERGENCY
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3.7 Before Returning to Work

Before Returning to Work

You must report to OH before returning to work, even if you have
been treated for your occupational injuny/iliness somewhere
other than OH. By law, all work-related injuries or ilinesses must
be reported within 15 calendar days to be considered for
workers' compensation. If you have questions about the
process, contact OH.

3.8 Protection against Reproductive Health Hazards

Protection against Reproductive Health Hazards

Through the RHAP, representatives from OH, Radiation Protection,

and Industrial Hygiene & Safety

+« conduct workplace evaluations on request,

* inform workers of the reproductive hazards in their workplace,
and

inform workers of the options available to minimize their
EXpOSUrE,

If you are pregnant, you are encouraged to declare your pregnancy
i wriling o your supervisor and/or OH at M5 D421

To remove yoursell from this program during
pregnancy. the request must also be made in writing.
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3.9 Virgin Pulse Wellness Program

Virgin Pulse Wellness Program

Virgin Pulse s an onling incentivized wellness program designad
to help Laboratory employees and their non-employee spouses
achieve and maintain good health and lifestyle habits. Rewards
are offered for completing the Health Assessment Questionnaire
and/or participating in healthy activities, including competitions,
challenges. promotions, contests, health and safety classes, and
lifestyle management programs.

For more information
on the Virgin Pulse

3.10 Regulating Agencies

Regulating Agencies

Several agencies establish the regulations, standards, and
guidelines for industrial hygiene and safety programs in the
workplace.

+ OSHA-Occupational Safety and Health Administration
{issues mandatory regulations that have the power of law),
Website: hitp//www osha gov
ANSI-Amencan National Standards Institute. Website:
DS W BNSEOTE
NIOSH-National Institute for Occupational Safely and
Health, Website: htfp./Sswww cdc gov/niosh
ACGIH-American Conference of Governmental Industrial
Hygienists. Website: hilp,/ www acgih org
DOE-Department of Energy. Website: hitp//energy gov
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3.11 Industrial Hygienists and Safety Engineers

Industrial Hygienists and Safety Engineers

Industrial hwgienists and safety enginears at LANL provide
support in the following areas:
identifying and evaluating heaith and safety hazards,
MonItonng workplaces for hazands,
performing workplace inspections,
reviewing Integrated Work Documents (IWDs),
reviewing engineering designs,
recommending and evaluating the effectiveness of hazard
controls,
providing training assistance, and
keeping managers and workers informed about industrial
hygiene and safety standards.

3.12 Industrial Hygiene Programs

Industrial Hygiene Programs

These programs include:

+ asbestos, beryllium_and lead work;
confined spaces;
chemical hazard communication, chemical hygiene, and
chemical storage:

hearing conservation. respiratory protection. and PPE.
noise and temperature stress;

biosafety, including bloodborme pathogens:

Ergonomics. and

specific hazards, such as carcinogens. toxic materials, and
nonionizing radiation.
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3.13 Industrial Safety Programs

Industrial Safety Programs

construction safety If any of these Mograms
cranes, hoists, lifting devices and apply 10 your work area o

1 activities, you must be
:1?;:%033? ';rw familiar with their LANL-
explosives safety specific requirements. ;
fall protection mm;’::: ?‘“"“‘:
forklift safety kst mqwm';a‘
glovebox safety attend one of more safety
laser satety Rk
lockoutTagout
maching safeguanding
non-security firearms safety
pressure safety and cryogens
vehicle and pedestrian safety

-
-
-
-
-
-
L
L
-
-
L
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GET-security-module6

1. Working Securely

1.1 Working Securely

e | 006001 01:01

Notes:
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1.2 Security Organization

Security Organization

k The Associate Directorate for Mission
- Assurance, Security, and Emergency Response
F o [ADMASER) is responsible for preventing and
{ meutralizing threats 1o the Laboratory that
| { L might present LANL from achieving its national
-~ 5z security and science misskons.

e vl
R B

o - u.a-.,-.h':-;f'ilr st
The ADMASER's mission is to probect LANL's special nuclear material, property,
Informaticn, and personnel by providing personnel, expertise, support, and guidance
in all areas of security and safeguards-from classification to personnel security, and
especially nuclear material control and accountability.
To leann more about the services and groups within ADMASER, visit the Directorate

homepage. For answers to security-related questions. use the Security Help Line or
& :

Notes:

1.3 Lab Protective Force

Laboratory Protective Force

Click each plevure to learn abaut
LANL's Pros Force
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top pic (Slide Layer)

6 of the mostisible elements ofthe\

ADMASER Security Division is a Protective
Force (PP that provides security services to
the Laboratory. Hired as a subcontractor
organization, the PF officers provide physical
security for facilities, fixed and roving
security patrols, access control and vehicle
ins pections, and security emergency
response. PF officers can be seen wearing
military-style uniforms and tactical vests,
operating military vehicles, and carrying a
wide variety of equipment, including radios
and weapons. All PFofficers are authorized
to carry cell phones, pagers, and tactical
radios.

All LAML workers are required to cooperate with
PF officers on security matters and particpate
fully in the Laboratory's security programs. When
a PF officer directs a Laborato ry worker to
perform an acion (espedally in emergency
situations), the LANL employee must follow
directions.

Arguing usinginappropriate language and
offensive hand gestures, resisting, or interfering
with officers will not be tolerated.

Officers are trained to be courteous, but also to
take control of any situation. Officers are not
obligated to respond to questions, offer
explanations, or justify their instructions,

For more information, go to LANL's homepage
and search under Security.
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warning (Slide Layer)

Laboratory Protective Force

4 N

Click each picture to learn about
LANL's Pro Force

x

Click both pictures before
continuing.

1.4 Your Security Badge

Your Security Badge

Al workers at the Laboratory are Bsued security badges before reporting to work, This
badge serves as your official identification for government work and allows (or
restricls) your access to certaln areas of the Laboratory.

Slide the button below right to understand your responsibilities with your badge:

Notes:
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Untitled Layer 1 (Slide Layer)

Your Security Badge

Wear your badge at all imes while on
Laboratory-owned or -leased property.
Do not wear your badge when off
Laboratary property, and do not leave
your badge where it might be stolen.

Untitled Layer 2 (Slide Layer)

Your Security Badge

Wear your badge above the waist,
on the front side of your body,
with the photograph visible.
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Untitled Layer 3 (Slide Layer)

Your Security Badge

DO NOT| (FOR OFFICIAL
CoPry USE ONLY

Do not use your badge for unofficial identification, such as for cashing checks. (You
may use your badge off site as identification for official Laboratory purposes, but
newver allow anyone to make a photocopy or take a photo of your badge.)

Untitled Layer 4 (Slide Layer)

Your Security Badge

Keep your badge safe from damage.
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Untitled Layer 5 (Slide Layer)

Your Security Badge

‘e al wrpeeasient

Remember, your badge is the property of the US government You must return your
badge to the Badge Office when you change Laboratory employers; your clearance
level changes; your badge expires; or if you quit, retire, or no longer need it.

& '=

warning (Slide Layer)

Your Security Badge

All workers at the Laboratory are issued security badges before reporting to work. This
badge serves as your official identification for government work and allows (or
restricts) your access to certain areas of the Laboratory.

Slide the button below right to understand your responsibilities with your badge:

: 3
. Click both pictures

continuing.
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1.5 Lost or Stolen Security Badges

Lost or Stolen Security Badges

H your badge is lost during work hours, report
itin persen to the Badge Office, if your badge
has beon stolen, report it immaediately 1o the
Badge Office, your deployed security officer, or
the Security Incident Tearn. Badges reported
as lost or stolen will cease working in any
Laboratory badge readers, even if found, This
Is a permanent status change so that the
badge reported lost or stolen can never be re-
acthvated,

If you forget your badge, you may receive a temporary badge after presenting proper
identification at the Badge Office. A temporary badge will be issued only twice ina 12-
manth period. Your manager's approval ks required if an additional temporary badge
Is neaded.

1.6 Types of Security Badges

Types of Security Badges

Alimited number of security badge types
are in use at the Laboratory. These include;

1. DOE f United States federal security
badges

2. LANL site-specific badges

3. Temporary badges

4. Uncleared foreign national badges

5. Misitor badges
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1.7 Federal Security Badges

Federal Security Badges

A United States federal security badge, called the Homeland Security Presidential
Directive-12 -compliant of HSPD-12 badge, is isswed to LANL emplovees with an L or
clearance. The badge incorporates an integrated circuit chip, which stores limived
personal Information about the badge haldar, such as a personal Identification number
{PIM}, electronic fingerprints, and a digital image.

The federal security badge is issued with an electromagnetically opagque sleeve that
protects the badge, It also protects the badge’s integrated circuit chip from being pinged
or accessed without proper authorization. Undess you are showing the badge to a PR
officer or swiping it through a badge reader, chipped badges must be keptin the supplied
protecthve sleeve at all times.

You should take the following measures to protect your HSPD-12 badge:

1 Do not mark on, punch holes in, or bend your badge.

2 Do not scratch the magnetic strip on the badge.

3 Do not use your badge as a window scraper or any other kind of scraper.

4 Avoid subjecting the badge to excessive heat (e.g., clothes dryer) or direct sunlight
{e.g.. car dashboards),

5 Keep the badge away from stereo equipment. speakers, and other sources of
MAENETIc energy,

1.8 Using Your Badge to Get Around

Using Your Badge to Get Around

Much of what you may have already seen at the Laboratory has likely been in the General
Access Areas (GAAs), There are no Identification or badge requirements to enter a GAA,
and privately owned vehicles are permitted to enter GAAS, unless othenwise prohibited by
slta-specific access requirements.

Property Protection Areas

Established to protect workers, bulldings, facilities, and property, Property Protection
Areas (PPAS) are areas whene access is controlled through the use of physical barriers,
access controd systems, anddor protective personnel, For unescorted acoess to a PPA, you
st possess a DOE security badge of LANL site-specific badge, Visitors who do not
possess either badge may be issued a LANL Visitor badge for access, Privately owned
wehicles may be authorized to enter PPAs for official purposes, unbess restricted by site-
specific access requirements.

Although GAAs are accessible to all workers and the general public and PPAs require a
DOE security badge or LANL site-specific badge, access to other areas of LANL, callad
security areas, ks limited by your DOE clearance level,
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1.9 Entering Vehicle Access Portals (VAPs)

Entering Vehicle Access Portals (VAPs)

To enter some Laboratory roadways, you will be required to go through a vehicle
access portal (VAP), Slide the button below to learn about vehiche access requirements:

Untitled Layer 1 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

Approach the VAP safely, paying attention
to your speed, other traffic, bicycles,
personnel on foot etc
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Untitled Layer 2 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

&Q \@%

Follow the traffic lanes and instructional signs.

Untitled Layer 3 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

If the traffic control drop arms are up and the green OPEN sign is illuminated, that
lane is open.
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Untitled Layer 4 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

@ ' 3
0OE
=

All vehicles must STOP at the portal, and all drivers must present a badge to the
officer. DO NOT drive through the VAP without stopping and being authorized to
proceed. (if you do not stop, the PFwill pursue your vehicle, stop you, inspect your
wehicle, and submit an incident report. and you may be issued a security infraction.)

Untitled Layer 5 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

Bicyclists: The VAPs on Pajarito Road require bicyclists to stop under an Elevated
Security Condition (SECON 3). All LANLVAPS require bicyclists to stop under a High
Security Condition (SECON 2). Iif stopping is not required. they may proceed slowly
and safely through the VAP,
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Untitled Layer 6 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

After the PFofficer has given you verbal or hand signal direction to proceed,
you may proceed through the VAP.

Untitled Layer 7 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

Merge into the main roadway with caution, considering other vehicles in the
area that are also exiting and merging.
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Untitled Layer 8 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

At the VAPs on Pajarito Road, all individuals must show a valid security badge
(Federal Security Badge or LANL site-specific badge issued by the Badge Office).
Woaorkers with generic "Visitor” badges (badges not issued directlyto a worker by
the Badge Office) can be escorted through the Pajarito corridor by a worker who
is approved for unescorted access to the corridor with an approved security plan
for the work being conducted.

Untitled Layer 9 (Slide Layer)

Entering Vehicle Access Portals (VAPs)

Each PFofficer has the duty and obligation to verify the identity of persons
entering. You must comply with requests to remove anything that may obstruct
your facial features, such as helmets, hats, scarves, or sunglasses. Vehicle
access requirements may change according to the security condition. Please go
to the Security website for more information on VAP requirements.
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warning (Slide Layer)

Entering Vehicle Access Portals (VAPs)

To enter some Laboratory roadways, you will be required to go through a vehicle
access portal (VAP). Slide the button belowto learn about vehicle access reguirements:

Click both pictures before
contnuing.

1.10 Personal and Vehicle Inspections

Personal and Vehicle Inspections

While on Laboratory property, you are subject to random personal and vehicle
inspections by PF persannel. You may also receive unannounced inspections of your wark
area by bomb-detecting dogs.

Prohibited Articles on Laboratory-Owned or Leased Property

Firearms, dangerous weapons, explosives, incendiary devices, and other instruments or
materials [ikely ta cause personal injury or property damage are not allowed on
Laboratory property or inside Laboratory-operated facilities, unless they are government
property or are specificably authorized, Also not allowed are alcohol, ilegal drugs, and anmy
other articles prohibited by law,

Fhatography is ot permitted on Laboratory-owned or leased property without a specific
permit.

The use of Bluetooth wireless technology is also prohibited on LANL property. LAMNL has
implemented wireless networks that are available in some locations. Contact your CC5SR
o find out if wireless service is available in your work bocation.
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1.11 Security Clearances

Security Clearances

Should your job requine access security areas at the Laboratory, you may need 1o obtain a
DOE secwrity clearance, DOE wses three levels of security clearances: Uncleared (L],
Limited (L), and Q. The granting of a clearance Is an access authorization, which allows you
to enter certaln security areas, but does not iImmediately give you permissicn to access
classified Information. Should your job require access to classified information, you will
need security clearance access authorizations based on your “need to know.” W'l talk
maare about this concept later in this module,

1.12 Security Areas

There are four general types of security areas at the Laboratory, each with more
stringent access requirements. These areas include:

Click an the buttons (o learm morne;

/ k.’
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limited (Slide Layer)

Security Areas

There are four general types of security areas at the Laboratory, each with more
stringent access requirements. These areas include:

Click on the buttons to learn maore:

Limited Areas

Exclusion Areas

Protected Areas

Material Access
Areas (MAAs)

S

Limited Areas (LAs) are security areas established for the
protection of classified matter and/or Category lll special
nuclear material {SNM). In addition to requiring a DOE
Security badge or LAML site-specific badge, an active L-
or Q-clearance is required for unescorted access, unless
more stringent controls are implemented by the security
area’s facility management. Privately owned vehicles are
not permitted in LAs, unless authorized and
documented in a Site Safeguards and Security Plan.
Temporary LAs may also be occasionally established in
areas normally designated as a GAA or PPAwith an
approved security plan.

exclusion (Slide Layer)

Security Areas

There are four general types of security areas at the Laboratory, each with more
stringent access requirements. These areas include:

Click on the buttons to learn more:

Limited Areas

Exclusion Areas

Protected Areas

Material Access
Areas {(MAAs)

/

%

Exclusion Areas (EAs) are security areas established

within Limited Areas where a worker can be expected to
be exposed to classified information simply by being
present Workersin an EA maystore and process
classified matter up to Secret Restricted Data and SNM
up to Category lll. Access is based on need-to-knowand
requires an active DOE security or LANL site-specific
badge and a Q-clearance.

/
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protected (Slide Layer)

Security Areas

There are four general types of security areas at the Laboratory, each with more
stringent access requirements. These areas include:

Click on the buttons to learn more:

Limited Areas

Exclusion Areas

Protected Areas

Material Access
Areas (MAAs)

a N

Protected Areas (PAs) are security areas established to
protect Category Il SNM and classified matter. PAs may
also be established to provide a concentric security zone
surrounding a Material Access Area. Unescorted access to
a PArequires an L-clearance or higher. Privately owned
vehicles are prohibited in a PA unless specifically
authorized.

S /

MAA:s (Slide Layer)

Security Areas

There are four general types of security areas at the Laboratory, each with more
stringent access requirements. These areas include:

Click on the buttons to learn more:

Limited Areas

Exclusion Areas

Protected Areas

Material Access
Areas {(MAAs)

4 N

Material Access Areas (MAAS) are security areas
established within Protected Areas to protect Category |
Special Muclear Material. Workers must possess an active
DOE security or LANL site-specific badge, a Q clearance,
and be enrolled in the Human Reliability Program (HRP)
for unescorted access to an MAA. All workers, vehicles,
packages, and hand-carried articles are inspected upon
entering or exiting an MAA,

S /
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1.13 Entering and Leaving Security Areas

Entering and Leaving Security Areas

When entering a staffed security post, hand your badge 1o the Protective Force (PF)
officer, You will need 1o use 3 badge reader and hand geometry reader [commandy known
as a palm reader} or PN 1o enter security areas. Property Protection Areas use badge
readers only.

In some security areas, you may nead to pass through a metal detector. Your purse, coat,
briefcase, lunchbox, and other packages may be checked by an x-ray machine or a PF
afficer,

If & badge reader at an entrance T a Security area does not read your badge, it may mean
that your security training has expired or another badgesclearance issue needs 1o be
resohved before access is reinstated. Rememiber, you must keep your security training up
to date.

Remembeer that “plggybacking” (3llowing another individual with the required clearance,
appropriate badge, and need-to-know to access a security area without wsing automated
access controls, such as badge or palm readers) and “tailgating” (allowing another
individual 1o enter a facility behind you after you swipe your badge or following somecne
inwo a security anta without swiping your badge) are not allowed, Every worker must use
his or her own badge 1O gain JC0e5S 10 a SeOurity area,

1.14 Controlled Articles in Security Areas

Controlled Articles in Security Areas

Personal cell phones are allowed only in General Access Areas and Property Protection
Areas (PPAs). Devices that can store, read, write, record, or transmit data are not allowed
In security areas, unless they are government property or are specifically authorized.
These articles include:

+  recording equipment (Incdluding audio, video, optical, and
data-recording devices);

* cameras (film, digital, video, or still);

+  non-government -owned portable electronic devices (including camputers, personal
digital assistants, iPods, iPads, USE drives, llash memory, medical devices, and ankle
MOMtarsk

+  cell phones, two-way pagers, and radio-transmitting equipment; and

« wireless devices.
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1.15 Technical Surveillance Countermeasures

Technical Surveillance Countermeasures

Technical surveillance countermeasures (TSCM) Is an €lecoronic Countermeasures
program used to detect and deter esplonage, protect against inadvertent disclosure of
classified or sensitive information, and protect your privacy at work,

If you take LANL electronk equipment when traveling to forelgn countries, you should
consult with the TSCM Team before and after travel. All LANL electronics taken to sensitive
foretgn countries must be examined by the TSCM Team upon your return from travel, if
you suspect that you are the target of a technical surveillance device, contact (preferably
in person) the TSCM Tearn from a location away from the suspected targeted area. When
requesting assistance, do not indicate the nature of the siguation; simply ask to speaktoa
member of the TSCM Team.

1.16 Electronic Devices Used for Surveillance

Electronic Devices Used for Surveillance

The following electronic devices pose a security risk if intentionalty or unintentionally used
as survelllance equipment:

« cell phones,

= radio frequency transmitters,

* pagers,

* wireless devices,

+ personal digital assistants (PDAs),

+ atill and video cameras, and

+ other electronic devices.
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1.17 Electronic Devices Used for Surveillance

Electronic Devices Used for Surveillance

Why Callular Phones?

Unlike a traditonal telephone, it 15 not always apparent when a cell phone is off,

Because of this, cell phones can pose a threat to security. This threat is posed in four

significant ways:

1 Cell phones can be carried o different locations without msch awareness.

2 A cell phone maintains contact with its cellular service provider, except when the
battery Is removed.

3 A cell phone can be remotely activated without the user's knowledge.

4 (Call phane technology now integrates PDAS, cameras, Intermet access, audiofvideo
recording, and other capabilities controlled in secure areas,

If your job requires using a cell phone, the Laboratory will issues you one,
Blackberry and iPhone smartphones issued and configured by LANL and other
government agencies with reciprocity agreements are allowed for conditional use in
limited areas. If you are issued a government Blackberry or iPhane, you will recehve
additional tralning on the rules of use.

1.18 Temporary Storage of Electronic Items

Temporary Storage of Electronic Items

Before entering a secure area, you must turn off your LANL-issued cell phone (or two-
way pager) and remose its battery. Privately owned cell phones, two-way pagers, and
ather transmitters are prohibited in security areas without prior Information Security
approval,

Mary areas have small lockers set up outslde security area access points for securely
storing personal electronic devices such as cell phones. Please ask at your facility about
locker avallabdlity and the requirements for using them.
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1.19 Escorting Uncleared Visitors

Escorting Uncleared Visitors

If yous hawe a security clearance, you may reed to escort an uncleared LIS citizen visitor

into @ security area. To do this, youw must

1. take appropriate training before escorting:

Z. make sure that uncleared Escort Required badges are issued and returned;

3. briefvisitors of their responsibilities while in a security area, induding those
responsibilities reganding prohibived and controfled articles;

4. logwisivors in and owt of security areas:

L. ensure that uncleared visitors do not see informatlon andfor overhear discussions

that are classified; and

keep uncleared visitors in sight at all times until you are leaving security areas or

turning the visitors owver to another autharized escort.

-

Escoring uncleared foreipn nationals into security areds is rarely allowed and must be
handled by the Foreign Visits and Assignments Team,

1.20 Personnel Security Reporting Requirements

Personnel Security Reporting Requirements

Workers wiha have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Securiny:

Click on the buttons (o learm morne;

il N

Mairy or Cohabit
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marry (Slide Layer)

Personnel Security Reporting Requirements

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:

Click on the buttons to learn more:

4 5

Marry or Cohabit

If you marry or cohabit after being granteda Qor L
clearance, you must complete a DOE Data Report on
Spouse/Cohabitant (Form 5631.34) within 45 days.

Name Change

Extended Leave

N /

name change (Slide Layer)

Personnel Security Reporting Requirements

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:

Click on the buttons to learn more:

4 e

Marry or Cohabit

If you change your name, complete Form 1705, Name
Change Report, which is available from the Forms Center
on the LANL website.

Mame Change

Extended Leave

S v
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Personnel Security Reporting Requirements

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:

Click on the buttons to learn more:

4 5

If you take extended leave for more than 90 working days,
Name Change you must notify Personnel Security at 7-7253 as soon as
possible.

Marry or Cohabit

Extended Leave

N /

1.21 Personnel Security Reporting Requirements

Personnel Security Reporting Requirements

Yeru must notify Personmed Security within one working day if any of the following occur:

= yiou have taken legal action for a name change:

= citizenship changes;

+ you use any lllegal drug, ora begal drug |s used In a manner that deviates from approved
medical direction;

+ you have any arrests, crimdnal charges (including charges that are dismissed), citations,
tickets, summons or detentions are incurred by federal, state, or other law enforcement
authorities for violatians of law within or cutside the US, Traffic vielations for which a
firne of up vo $300 was imposed need not be reported, unless the vielation was alcohel
or drug related;

= you have an immediate family member who is or will be assuming residence in a
sensitive country, as listed in on the LANL website;

= you have been treated or hospitalized for drug or alcohol abuse;

= you have been employed by, been a representative of, or have other business-related
assoclations with a forelgn or foreign-owner interest or non-US cltizen or other
individual who Is both a US citizen and a citizen of a foretgn country;

+ you have filed for bankruptey that is personal or business related; and/or

= your wages are garnished,

Contact Personnel Security or go 1o their websie for guidance on reporting incidents,
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1.22 Reporting Security Incidents

Reporting Security Incidents

You are required to immediately report ary known or patential security incidents to the Security
Encident Tearn (SIT) and your Respongible Line Manager (RLML Reports must be mbde 1o a persan
aind cannot be e-madled or left on volcemall. Ensure that potemtially dassified information is
discussed only via secure means.

Incidents of Security Concern

Security incidents can include:

= classified infarmation being processed on an undlassified computer:

= the incorrect transmission or reproduction of dassified mater;

« the unauthorized or Inadvertent disclosure of dlassified matter;

« unsecurediunattended classifled matter andior contadner;

« classified maner that is lost, stolen, or unaccounted for;

= Afbempes o remove, dhvert, or obitain unauthorized access to classified marter;

= wnautharized access to classified or undlassified Information systems/networks;
= any breach or attempted breach of a security area, acoess conirols, o security systemy;
= the Introduction of prohibited/controfled articles Into a security area;

= the incorrect use of a security badge: sabotage of LANL facilities;

= known ar suspected cases of technical surveillance;

= and any suspicious or eriminal activity.

‘Yo must also report the theft or misuse of government property. To do 50, you may notify your
supervisor, your divislon's security officer, LANL'S Investigative Services Team (LISTL or the
Emplayee Concerns Program {ECP) to repont issues of waste, fraud, or abuse.

1.23 Substance Abuse Policy

Substance Abuse Policy

The Laboratory Is committed to

= prowiding a safe work environment,

= ensuring public safery, and

= protecting its national security mission.

In suppert of this commisment, the Laboratery malntaing a drug-free workplace, Substance abuse
sffects warker performance, conduct, sndfor reflability and can interfere with the Labaratary
mission. Substance abuse includes the use of Mlegal drugs and the misuse of slcohal or over-the-

counter and prescription doegs.

What This Meaans to You

* LANL workers are subject to random drug testing.

= W inay not wark while under the influence of sloahal of drugs.

= You may not possess, sell, rransfer, or wee illegal drugs on Labosatory-aperated property.

= Wo may use your own legally prescribed drugs, as long as they do not affect your work. (IF you
are taking &n over-the-counter or prescription drug that affects your ability to perform your
required work, you should elther notify your supervisor directhy or natify QHL)

= You may not brlng ar use slcohol on mew:rﬂed property.

= Wou may be disciplined, up 1o and indhuding terrmination, for abusing alcohod or drugs.

= Substance-abuse counseling is available theough OH. See the Occupational Health section of this
handbook fior information about the EAP,
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1.24 Nuclear Material Control and Accountability

Nuclear Material Control and Accountability

Many countries, inchuding the L5, have nudear material control and accountabifity (NMCA)
progracns 16 control steess to and use of nuclear materials.

The DOE and Laboratory NMCA programs are designed o detect and deter the theft and diversion
of accountable nuclear materials, While your job may not Imeobve NMCA activities, the Laboratory
b5 required to comply with DOE Order requirements governing the use of these materials, These
requirements include the completion of appropriate and essential documentation, tralning of
personnel authorized to work with nuclear materials, and periodic assessments of compliance
with applicable requirements and regubations. For more information, see PDX0S, Nucleor
Safeguards, contact the Nuclear Material Controd and Accountabllity group, or visit their website for
further guidance,

1.25 Classified Information

Classified Information

Classification s the process of [dentifying Information that would damage national security if it
were refeased o unauthorized persons. Classification allows for the sppropeiate protection of
information. When classified information is improperly dischosed, some degres of damage 1o
national securicy ooowrs on a range from serious (o exceptionally grave, The extent of this damage
potential is vsed to assign the levels of classification,

Clagsified infarmation i gheen a level, as follows:
*  top secrer (TS,

= sedretor (5L

= confidential (CL

Classified information is also categarized as

= restricted data (ROL

= formery restricted data (FRO),

= Transclassified foreign nuclear informathon (TRND, or
« national security information (N5

By combining an information level with an information category, a classification can be assigned
o decuwment, such as top secret restricted data (TSRD) or confidential nazional security information
[CM5). Onoe classified, these documents are uniquely and prominently marked as swch.
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1.26 Accessing Classified Information

Accessing Classified Information

Should youwr job require access to classified infarmation, you will need the appropriate security
clebrance and b "need to kivvw.” Meed 1o kiow i not simply an expedience, but the determination
that 3 prospective redipient requires socess 1o specific dassified information to perfarm or assist in
a lawful and authorized government function, Before you are allowed access o dasssfied
Information, you will recelve more information and tradning, A this poing, however, here are just a
fewy things to remember,

Classified mater should never be left unattended or unpratected. i you find classified matter in an

inappropriate area, notify your RLM or the SIT immediately. Howewer, if your life o safety is in

jeopardy and your building is being evacuated. a safe evacuation ks your first priority. In this case,

you should;

* Leave any classified matter, computer termilnals, storage repositories, and special muchear
rraterial a3 is, and evacuate the sres immedistehy.

= Repart any materials or repesitories left unanended 1o your RLM and the SIT.

= When the area is reaccupsed, examine and acoount for the materials and repositories
Immediately,

1.27 Controlled Unclassified Information (CUI)

Controlled Unclassified Information (CUI)

MEJMHIUH Is controlled, even though iz Is not classified, Some types are
unclassified controlled nuclear information (LCKIE

= export-controlled information (ECTE

= offidal use only (OLAO), which includes personaltprivacy information, company propeietany
Information, and information required by Lw to be withheld from public rebease; and

= personally identifiable information (PIl), such as soclal security numbers, date and place of
birth, and madical and employment records.

CL, if refeased, could help a terrosist gain access to nuclear materials, compromise technology
with military or security applications, of compromise administrative or personned information.

Many categories of CUIL, when kn electronic form, require data encryption when sent or carried

offsite. Any kngwn or suspected loss of PIl must be reponted Immediately.

Your CUI Responsibalities
H wou work with CUL your RLM will instruct yow on the proper procedures for handling i if you
find CUI In an inappropriate area, protect the information and notify your RLM immediately,

Published by Articulate® Storyline www.articulate.com



1.28 Information Security

Information Security

The goal of the information security program ks 1o protect the confidentiality, integrity, and

availability of information. Alie referred o a2 cyber security, Information seturity Imalves

= information - generated, processed, transmitted andlor Dored on the system;

= hardware - the physical parts of the computer tself;

« software - the operating systems and programs;

« medla - devices that store information and programs, such as magnetic, optical, or solld state;
and

= networks - multiple computers intérconnected aver various communications Bnes.

& cyber security incident ks amy event or threat that affecs normal operations of or has an
wndesirable impact on a computer system andior computing facility, such as atternpted acoess to
computing resources without authorization or contamination of an unclassified system with
classified information. Incidents may slso include uging & computer Systerm In conmection with
crimminal acts, unsancrioned work, or fraud and abuse.

1.29 Information Security Reminders

Information Security Reminders

Az a Laboratory General Usey, you are required to participate actively in information security by
following all policies and procedures set forth by DOE and the Laboratory. When you wse a
Laboratory system, you agree 1o the terms and conditions of use, induding the possibility that
youUr system may be awdied, monitored, copied, confiscated, os inspected. Here are some tips for
good information securine

* Lize your computer systemis) for official purpases while following specific work anea rules.

= Pratect your systesrds) from unauthorized access.

= Follow the Laboratory password policy. Use complex passwords, and rnever share your passwornd
of PIN.

= Understand and implement required Enformation securlty protections and mitigations: use anti-
malware protection and perform regular backups of information of institutional interest.

= Install aaly Information-srchitecture-appeoved hardware and software.

= Condict everyday computing activities - logping inte your system, reading e-mall or web, or
creating a document - using your default General User authority.

= The Laboratory protects personally Identiflable information (PIl), Immedlazely report the loss of
Pl g the Security Ingident Team (ST

» Be aware of threats to Information security, such &5 insiders and phishing.

= Da ot download amachments o click on links in suspicious e-rmails, which can lead 1o mahvare
oF ransomware being instafled on your computer,

=« Promptly repot any suspected information sequrity incidents to the SIT.

* Do not Insert a nonegovernmaent thumb drive into your workstation,
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1.30 Counterintelligence

Counterintelligence

The mitssion of the Office of Courterintelligence (OCH ks to progect LANL and Its employees from
efforts by foreign intelligence serviced and terronst grougs to acquire senditive and classified
information. OCH is responsible for these pregrams:

1 The Counterintelligence [{N Program opposes efforts by foreign intelligence services and
terrorist groups that try to recrult employees who have acoess to dlassified or sensitive
Information.

2 Foseign Visits and Assignments (FVEA) facilitates foreign national visiss to the Labaratery. Mon-
U5 citizens are mot permitied on LANL property without prior approval, For mose information,
contact the Py office.

3 mmigration Services facllitates the employment of International personnet and schentific
collaborations.

Operations Security (OPSEC) is a Laboratory-wide prograrm 1o ersure that sensithve information is
protected from Inadvertent and unauthosized disclosure,

1.31 Counterintelligence Threats and Methods

Counterintelligence Threats and Methods

A5 3 LANL employee, you could be the target of llegal or unasuthorized attempts to gain access to
classified or sensitive information, technology, or special nuclear material and must report any
Smempls to breach this security. The hostile intelligence threat is taofold:

= information abained about classified programs can be used 1o damage national securkty and

« fegally obtained research and development technology coudd result in significant foss to the LS,

Arhough Intelligence agencies use many collection methods, the two methods In particular that
should concern you if you work with classified or sensizive prograrns at the Labosatory are tralned
information coflectors trying to elicit information from you and foreign intelligence agens trying o
recruit workers in facilities or programs of interest to them,

Bemember: you must report all contacts you have-an or off the job-with individuals of any
ratianality wha sttempt to obtain lllegal o unauahorined sccess 1o clasaified o sensithe
infarmation or who may be targeting you for actual or atempted exploitation by a foreign
COUntry.

Travel to Sensitive Countries

Arry LANL workers who are planning to travel to a sensitive country for pleasure or for buginess
st contact OC1 30 days before they leave. Acurrent list of sensitive countries is available online
fram the Laboratory's homepage under OCL
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1.32 What Lies Ahead

In the next module, we will look at some of the things you should know
about fire protection at the Laboratory, emergency operations, procedures
for reporting emergencies, and what your role and responsibilities are as a
LANL worker in emergency situations.

But first, a knowledge check.

1.33 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

The Laboratory’s substance abuse policy applies to

the misuse of alcohol.
the misuse of prescription drugs.
the use of iBegal drugs.

&) all of the above,

Correct Choice

the misuse of alcohol.
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the misuse of prescription drugs.

the use of illegal drugs.

X all of the above.

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.

Correct (Slide Layer)

The Laboratory’s substance abuse policy applies to

the misuse of alcohol.

the misuse of prescription drugs.
the use
Correct

f ;
@) allofthe That's right! You selected the correct response.

Continue
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Incorrect (Slide Layer)

The Laboratory's substance abuse policy appliesto

the misuse of alcohol.

the misuse of prescription drugs.

e Incorrect
@) allof thy You did not select the correct response.
Continue
1.34 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

All of the following are classification levels, except
SeCret
@) restricted

confidential

Rop SECrel
Correct Choice
secret
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X restricted

confidential

top secret

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.

Correct (Slide Layer)

All of the following are classification levels, except

secret
@ restricted
confider
Correct

topsecr| Jhaes right! You selected the correct response.

Continue
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Incorrect (Slide Layer)

All of the following are dassification levels, except

secret
@ restricted
confider
Incorrect

top secr :
P You did not select the correct response.

Continue

1.35 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

Controlled unclassified information, if released, could

compromise personnel information
help a terrorist galn access to nwclear material
compromise military technology

@ all of the above

Correct Choice

compromise personnel information
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help a terrorist gain access to nuclear material

compromise military technology

X all of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.

Correct (Slide Layer)

Controlled unclassified information, if released, could

compromise personnel information

helpate
Correct
comprol
That's right! You selected the correct response.
@ allofthe

Continue
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Incorrect (Slide Layer)

Controlled unclassified information, if released, could

compromise personnel infarmation

help ate
Incorrect
comprot
You did not select the correct response.
@ all ofthe
Continue
1.36 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

What should you do if vou find unprotected classified information?

make sure mo one else knows about i,
@) notify your line manager or the SIT immediately.
hide it Immediatehy.

go about your business if you do not have a security clearance.

Correct Choice

make sure no one else knows about it.
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X notify your line manager or the SIT immediately.

hide it immediately.

go about your business if you do not have a security clearance.

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.

Correct (Slide Layer)

What should you do ifyou find unprotected classified information?

make sure no one else knows about it.

®) notify yo
Correct
hide itin
That's right! You selected the correct response.
go abou

Continue
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Incorrect (Slide Layer)

What should you do if you find unprotected classified information?

| make sure no one else knows about it.

(®) notify yo
B Incorrect
() hide itin
N You did not select the correct response.
-':__’:',‘- go abou
"
1.37 End of Module

End of Module

You have come to the end of Module Six. Close the browser window and
launch the next module,

Notes:
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GET-fire emergency ops-module?7

1. Section 1 - Fire Prevention

1.1 Fire Protection

B 00/ 01-48

Notes:
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1.2 Fire Protection

[secuonone-rireprevendon
Fire Protection

Fire is the third leading cause of accidental death in the US, More than 70 workplace
fires occur every day, yet most people fail to prepare for the possibility of a life-
threatening fire. LAML is required to comply with the National Fire Protection
Association's (NFPA's) codes and standards. Statistics have shown that complying
with these codes and standards has greathy reduced the loss of life and property to
fire incidents.

Your First Responsibility is to Protect Yourself

Your first responsibility in any fire is to protect yoursell, To do that, you need 1o know
the emergency procedures for the safe and rapid evacuation of vour building and the
Laboratory, your bullding's evacuation routes and exit locations, and the bocation of
manual alarm pull boxes and fire extinguishers in your building. Be sure you know
the sound of alarms in your facility and the location of your building’s assembly area.

Notes:

1.3 Wildfires

Les Alamas National Laboratory is surrounded by a
that is frequently vulnerable o fire n:l|.|r1lrlgrair'_|I mndf' 51
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1.4 Things to do Before a Fire

| Things to do Before a Fire

The best wiry 1o prepade for a fire is 1o make sure the

* Helping maintain proper housekee
matertats accumidation, These 3
stalrwells, exits, and entrances 3
potentially combustible materjal

alarms, fire suppression eg

AL

1.5 Things to do Before a Fire

| Things to do Before a Fire

The best way 1o prepare for a fire is 1o make sure the

« Be aware of "Red Flag” days at the Lab
developed criterla for Red Flag con

agaimst critical weather cond
n surface winds (sustalned 20

WL
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1.6 Preventing Fires

As part of integrated Safety Management [5M). the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be wsed to prevent different dasses of fires,
Fires are chassified by the type of material they are burning. An imgortant part of fighting fires
Is knowing the five classes of fires:
Chigh on each bution to learn more

4 I

X A

A (Slide Layer)

Preventing Fires

Az part of Integrated Safety Manage ment {I5M), the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be used to prevent different classes of fires.
Fires are classified by the type of material they are burning. An important part of fighting fires
iz knowing the five classes of fires:

Click on sach button tolearn more

4 E

Class A: ordinary combustibles, such as wood, doth,
paper, rubber, plastic, and other common materials.

Preventing Class A: Ordinary Combustibles Fires

- Keep stairways, corridors, equipment rooms, offices,
and work areas free of combustibles, such as rash,
wood or paper, and cardboard boxes.

= Place oily rags in approved, covered containers to
avoid spontaneous ignition.

5. /
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B (Slide Layer)

As part of Integrated Safety Manage ment {I5M), the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be used to prevent different classes of fires.
Fires are classified by the type of material they are burning. An important part of fighting fires
is knowing the five classes of fires:

Click on each button tolearn more

Class A

Class

D

C (Slide Layer)

Classz B: flammable or combustible liquids, such as gasoline,
kerosene, paint, paint thinner, and propane.

Preventing Class B: Flammable and Combustbie Liquid or

Gas Flres

+ Do not refuel gasoline-powered equipment near an open
flame, such as a furnace or water heater.

* Do not refuel gasoline-powered equipment while the
equipment is hot or the power is on {including leaving your
car running while filling the fuel tank).

+ Use flammable liquids or gases only in well-ventilated areas.
+ Keep only @ working supply of flammable materials on hand.
Store excess materials in approved containers andfor

cabinets.

+ Store flammable liquids in approved, tightly closed or
properly vented, spill-proof containers.

» Do not store flmmakble liquids or gases on stairways, in /
corridors, or in equipment roams.

Preventing Fires

Az part of Integrated Safety Manage ment {I5M), the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be used to prevent different classes of fires.
Fires are classified by the type of material they are burning. An important part of fighting fires
is knowing the five classes of fires:

Click on each button talearn more

Sy

@35 C: energized electrical equipment, such as
appliances, switches, panel boxes, and power tools.

Preventing Class C: Electrical Equipment Fires

= Replace old wiring, worn insulation, and broken
electrical fittings.

= Prevent motors from owverheating by keeping them clean
and in good working order. Keep combustibles away
from motors.

* Use extension cords on a temporary basis only.

« Avoid running extension cords where they may be
damaged by foot or vehicle traffic.

S

/
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D (Slide Layer)

Preventing Fires

As part of Integrated Safety Manage ment {I5M), the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be used to prevent different classes of fires.
Fires are classified by the type of material they are burning. An important part of fighting fires
is knowing the five classes of fires:

Click on each button tolearn more

Class A ﬁss D: certain combustible metals, such as lithium,

K (Slide Layer)

magnesium, potassium, sodium, itanium, plutonium, and
uranium.

Preventing Class D: Combustible Metal Fires
1 Know whether the metals you use are combustible,
such as sodium or lithium.

2 Store materials in a way that keeps combustible metals

from igniting. For example, pure sodium that comes in
contact with water will ignite.

store combustible metals in approved containers.

- i

Preventing Fires

Az part of Integrated Safety Manage ment {I5M), the Laboratory encourages fire prevention in
your daily work activities. Different strategies must be used to prevent different classes of fires.
Fires are classified by the type of material they are burning. An important part of fighting fires
is knowing the five classes of fires:

Click on sach button tolearn more

1
2
3

4

\ /

Class K: combustible cooking media, such as cooking oils,
fat and grease commonly found in commercial kitchens.

Preventing Class K: Cooking Oil Fires

u

Mever leave oil cooking unattended.

Maintain appropriate cooking temperatures.
Regularly clean grill surfaces and adjacent cooking
areas.

Mever throw water on a grease fire.
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1.7 Steps to Follow in the Event of a Fire

Steps to Follow in the Event of a Fire

You should know the steps to follow if a fire ooours in
1. Pull the nearest manual fire alarm, usyadly found
2. Call 911. Abways provide the 911 dis;
building numbser to verify the locall
3. Evacuate the buflding, and re
to get to an alarm pull-box o
location to call 911 and (H p

AL

Yo mUSt ROt attempe o extl
= the fire Is small and contain
-r--mmmemm i

1.8 Extinguishing Fire

Extmgunshmg FII"E

In most cases, the Labora m-
| wmmmmemmMaMM

|
Théwnmhﬂ#mﬂvﬂnm mﬁ%
use. i ma&sﬁ:ﬂaﬂj !W'-' -:af fire
Wmn um

LR

[ A h’lmﬂﬂmﬁmmhmmmi“ﬁrml .
‘Class-A fire mnmmmmmmm.ngmmcm 9
Wmhmmmkﬁ,ﬂh - 2

WMmmmwmﬂmwmﬂﬁhm
specifically labeled Lith-

drm must top

| mmﬁrgmmnﬂwuse ﬁ-.-swm
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1.9 Using a Portable Fire Extinguisher

To operate a fire r_ﬂxtlngl,u‘.lll{'l . use the pull, airm, Squeete, Swedp (PASS) methad:
1. Pullthe pin: on some extinguishers, release a lock latch or press a puncture lever,

2. Aim low: point the nozzle at the base of the fire.

3, Sgqueaze the handle

4. Sweap from side to side: sweep back and forth, slowdy, until the fire is out.

S5AVE THE DAY USING P.A.5.5.

© PULL £ AlM £ SQUEEZE ) SWEEP

R

X

1.10 Using a Portable Fire Extinguisher

If, in your judgment. the fire cannot be put out with a portable fire extnguisher,

evacuate the bullding and report 1o your assembly area. Roll call will be taken (o

ensure that everyone is out of the building.

When you evacuate a burning bullding, take the following precautions:

= Mever open a door withowt first putting the back of your hand near the door 1o
sense if it Is hot, i the door s hot, try another exi.

= if you are the last one out of a room, close the door but do not leck it. Locking the
door will siow down the fire depariment’s search and rescue effors.

= Go to the nearest exit.
= Do not use elevators.

= Stay low to avold smoke and toxic gases. The best air ks usually close 1o the floor, so
crawl if you hanve 1o,

= if possible, cover your mouth and nose with a dry (not damgp) cloth to filter the alr
you breathe. Heat can turn moisture in a damp cloth to steam, which could burn
your thraat and lungs.
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1.11 If You Are Trapped in a Burning Building

If You Are Trapped in a Burning Building

Wyou are trapped in a burning budlding, dose all doors and seal all cracks around
doors and vents, If possible, call 977 and report exactly where you are. Open a
window only if you can escape through it or if you are having difficulty breathing. But
be aware that an open window can create a draft and draw smoke and fire toward It

2. Section 2 - Emergency Operations

2.1 Emergency Operations

Emergency Operations

LAML's Security and Emergency Operaticns division
serves the Laboratory, DOEFNNSA, and the surneunding
commundty by providing emergency planning and
preparedness services in order to minimize or mitigate
the corsequences of an emergency incident; protect the
headth and safety of workers, the public, and the
emvironment; and ensure national security.

The Emeergency Management Group consists of
personnel who ensure readiness and operability of the
Ernergency Operations Center (EQC) and
managers wha are deployed from the EOC 1o the
Incident scene to assume command, The EQC is staffed
continuously day and night. During any event when you
need to call 211, you should also call the EQC at G667
6211,

Moite: 1t is a good idea 1o add the LANL E0C as a contact
on your cell phone at 505-867-6211. In fact, you might
want to do that right now,
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2.2 Emergency Operations

Section Two - Emergency Operations

Emergency Operations

The Emergency Response Group pronides a range of emergency sendces 1o the Laboratory
and community and comprises two highty trained specialty teams. The Hazardous Devices
Team is the bomb squad for DOE property that investigates and, when necessary. disposes of
urclaimed, unattended, or untagged packages and military ordnance. The Hazardous
Materials (HAZMAT) Team responds to hazandous materials emergencies.

Mote: Make sure any backpadks, lunch bags, briefcases, or other bags are tagged with your
contat information, You will learn more about how and why to do this Later bn this course,

The Laborstory alo maintaing & larger, multisgency Emergency Response Organization that
is rnade up of LANL managers and Subject Matter Experts, Lot Alamas County of ganizations,
and state and federal agendes.

2.3 Continuity of Operations (COOP)

Continuity of Operations (COOP)

The Labaratory’s COOP Program ensures the performance of misslon-essential functions In
emergencies that may disrupt normal operations. Az a LANL worker, your responsibilities
include using established methads, such as phone trees and group e-mail, to repart your
status to your mosmal chain of command. if you are deemed 1o be sssential personnel, who
are reguired to work in emesgencies, you will receive additional information and training,
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2.4 Building Emergency Plans and Maps

Building Emergency Plans and Maps

LANL's Bullding Emergency Plan Program, through the development and implementation of
bullding emergency plans and procedures, assists workers in knowing what to do in the
event of &n emergency.

Each building or work area has a building ermergency plan, which provides emergency

procedure information for that location, Including the bullding’s main hazards; the

emergency procedunes for evacuation and evacuation protedures; and the location of

manual alarm pull-boxes and fire extinguizhers, bn your new work anea, you should

« find and review the svacuation maps posted in your work area,

= review the site evacuation map routes for your work location,

= find and review the bullding emergency plan for youwr work area,

= know your bullding designation and TA, and

» talk to your supenvisor about what to do In an emergency: ask questions to ensure you fully
understand,

Posted throughour all Laboratony buildings, building evacuation map show evacuation routes
and exits, as well as the location of fire alarms, emergency equipment (such as fire

extinguishers and first aid kitsl, and assembly areas (where 1o gather outside after evatuating
the building).

EVACUATION
ROUTE *

2.5 Emergency Training, Drills, and Exercises

Emergency Training, Drills, and Exercises

The Labaratory |s required to provide initlal tralning and periodic drifls/exercises to all
workers who may be required to take protective actions. You will pracice evacuation and
assermbhy in your work snea. You may slso participate in planned exercises to test your FOD's
emergency response capabilities. Remember, na set of instructions can cover every type of
emergency situation, Commaon sense and knowing your emergency procedures and
protective acthons will help you mitigate a hazardous event until additional help arrhves.

A A

Be Prepared
e Be Aware
Be Ready
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2.6 Evacuate or Shelter in Place?

Evacuate or Shelter in Place?

When faced with an emergency situation, use common sense and avatlable information to
determine whether ary danger is iImmediate. Depending on the cdrcumstances and type of

, the firis decision is whether 1o evacuate of thelter in place. You must understand
and plan far bath passibilities,

At LANL, EOC personnel and the incident comemander are trained to make the decision of
whether to evacuste or shelter, Motification for elther protecthve action may come from
management, the Laboratary Communications Office, or the Mass Notification Systern, which
will be used 10 contact the LANL workforce with protective action instructions via office
phiones, LANL cell phones, and pagers. Text messages will be sent o pagers and e-mail
meessapges (o Lab accounss,

LAML may also at times experience work delays or closures due to indement weather or
unexpected Laboratory emergencies. To obaain the mast current information on Laborstary

emergencies, delays, and cosures, check the LANL homepage or call the Lab Update Hotline
at G6T-6622 (ol free ar 1-B77-T23-41010

2.7 Site-Wide Evacuations

Site-Wide Evacuations

LANL cowers roughly 36 square miles with three major roads leaving toward the east and gne
major road to the west. During an evacuation, all available rosdwrys will be used 1o
digtribute wehicles as evenly as possible in an attempt to réduce congestion. Early dismissals
and closures of the Laboratery becawse of dangenous weather conditions or emergency
ewents could require a site-wide evacuation. Depending on the nature of the emergency and
Its urgency, a decision will ke made whether to evacuate the entire site or just specific zones,
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2.8 Building Evacuations

Building Evacuations

Bullding oocupanss may need to evacuste In the event of a chemical spll, fire, suspiclous
packagerbomb threat, or other emergency. Onoe evacuated, personnel need to assemble at
their designated assembly area for accountability. if necessary, alternate assernbly aneas. will
b identified wihen the bullding evacuation is issued and should be lacated uphill ard upwind
from the emergency event. Motifications of additional protective actions and the release to
return to your bullding will be announced at the assembly area by the assembly area leader,

At the assermnbly point, the assembly area leader will gather information an the safety of
persannel, the ermergency situation, and any other relevant information. The assembly ares
leader will themn act as the paint of contact upon the arrival of emergency response personmel.

Depending on the type of Incident, an emergency manager, the senlor fire department
representative, the senior police representative, or anather appropriately trained Individual

will serve & the incident cornmander. The incident comenander is the individual with
authoricy and responsibility for command and contral 32 an incident Scene.

2.9 Your Responsibilities during an Evacuation

Your Responsibilities during an Evacuation

Upon hearing the notification to evacuate (an alarm or verbal notification], all occupants must
evaouate the bullding immediately according to the following guidelines:

= if safe to do s and with minimal delay. place hazardous cperations and materials Into a
safe standby configuration;

= If accessible and safe to do 2o, take your coat, handbag/briefcase, and car keys in the event
you ase nat alloewed to reenter the building:

= do not carry food, drinks, or items that, if dropped, could inhibit safe egress or cawse dips,
trips, or falls;

= ponduct a visual sweep along the exit route, looking for safety issues or anyone who might
need assistance with evacuation;

» escort visitors and contractons to the designated assembly area;

= dio Hiot use elevarors;

= If it Is safe 1o do so and will cause only minimal delay, ke steps to deter others from
entering, For example, post a sign in the area and close the door without bocking it;

* proceed to the designated assembly area using the evacuation route (Le., if the route Is
blocked by unsafe conditions, take the nearest safe path out of the buildingl

= report o the designated assembly area for accountability;

= be aware of and give the right of way to respanding emergency
wehicles and personned; and

= remain quict and orderly at the designated assembly area, and wait EVACUATION
for further Instructions or until the all-clear signal Is ghven by the ROUTE
incident commander ar designee.
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2.10 Visitor Evacuation

Visitor Evacuation

Al Irvtted guests, visitors, and catside personnel (including craft workers) conduting
business in a bullding are the responsibility of the persen being visited. If an emergency
evacuation ccours, bullding residents who are escorting a visitor are respansible for ensuring
that the visiter has an appropriate level of briefing and understands how to respond 1o an
BMETEency.

EVACUATION

ROUTE

2.11 Building Reentry

Building Reentry

After an evacuation the first entry ts made by emergency responders, who will determine i
the area ks safe for personnel. Do not reenter the building until Instructed to do 5o by the
assermbly ares leader (who must in turn be nstructed by the incident commander), The
incident commander is the only person awthorized to ghve directions 10 retwrn to the building.
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2.12 Reporting an Emergency

Reporting an Emergency

You must immediately and properly report any emergency or abnormal event that may
adversely affect you, your fellow workers, the public's health and safety. or the environment.
When the fire department, the palice, or an ambulance is needed, call 911 and prendde a

desoription of the emergency, the location, and arry protective actions taken. Then call the
EQC at 66T-6211 and notify your line manager.

Far all ather incidents or for concernd that do not pose an immediate threat to life or
property but have the potential of such a threat, call the EOC and provide a description of the
situation, location, and protective actions taken; then natify your line management.

2.13 Hazardous Events — Earthquakes and Inclement Weather

Hazardous Events - Earthquakes and Inclement Weather

Workers wiha have a security clearance or who are in the process of getting one are
required 1o report the following situations to Persannel Security:

Click on each button 1o leam more

Earthquakes /— \
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earthquakes (Slide Layer)

Hazardous Events - Earthquakes and Inclement Weather

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:
Click on each button tolearn more

Earthquakes

Snow and lce

Flooding

Lightning

ﬁ:rthquakes \
= Take the following precautions during an earthquake:

= Stay calm, and help keep others calm.

« ifyou are indoors, stay there. To avoid falling objects
and flying glass, get under an inside doorway, into an
inside corner of the room, or under a desk or table.

= Ifyou are outdoors, move away from power lines,
buildings, and other structures that could collapse.

« Take the following precautions after an earthquake:

« Do not smoke, light matches, or operate electrical
devices that could ignite gas leaks.

« Avoid downed wires and objects in contact with them.

» Do not use elevators.

« Use the telephone onlyin case of emergency or injury
to yourself or others. /

snow (Slide Layer)

Hazardous Events - Earthquakes and Inclement Weather

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:
Click on each button tolearn more

Earthquakes

Snow and Ice

Flooding

Lightning

a N

Snow and Ice

= Wear shoes that have a good grip, and to the greatest
extent possible, walk only on paths that have been
cleared or sanded.

» Stay clear of sagging or downed power lines.

= Heavy snow and ice may cause tree limbs to fall; avoid
areas with the heawviest concentration of trees.

* Use extreme caution when driving.

S /
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flooding (Slide Layer)

Hazardous Events - Earthquakes and Inclement Weather

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:
Click on each button tolearn more

Earthquakes éoding \

If you are outdoors,

« move to higher ground;

» avoid walking or driving through flood water; and

« abandon your car at once if it has stalled, and move to
higher ground.

Snow and lce

Ifyou are indoors,

Flooding * be ready to evacuate as directed by emergency
responders and

* move vital material and equipment to higher ground
(time permitting).

Lightning \ /

lightning (Slide Layer)

Hazardous Events - Earthquakes and Inclement Weather

Workers who have a security clearance or who are in the process of getting one are
required to report the following situations to Personnel Security:
Click on each button tolearn more

Earthquakes / \

Lighting

Mew Mexico has a high incidence of lightning strikes.

When you see lightning,

= move to a safe location during thunderstorms to
minimize the chance of injury;

= crouch low with feet together, or kneel (providing a
single point of contact with the ground); and

Flooding = avoid contact with trees and metal objects, including

bicycles. Find a low s pot-not prone to flooding-away

from trees, fences, and poles.

Lightning \ /

Snow and lce
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2.14 Hazardous Substance/Chemical Spills

Hazardous Substance/Chemical Spills

Individuals must not attempt to control spills that are outside their approved work actihvity.
Individuals must adhere to the following guidelines:

= |solate the area, leae, and warn others to stay sy,

= Move uphill and wpwind.

= Immediately report the splll to the E0C at 6676211, Be specific about the nature and
location of the spliled materials,

» If you are exposed to chemicals, uie the emergency eyewash/shower. Follow Safety Data
Sheet (305, formerty MSDS) information.

= If & radinactive substance has spilled, call the RCT.

= Motify your responsible line manager and the Facility Operation Director (FOD.

Individuals with training, appropriate PPE, and appropriate splll containment material on
hand rmay control & spill within their approved wark acthity

2.15 Bomb Threats

If you receive a bamb threas, adhere to the following guidelines and the Laborstary's Bomb
Threat checklisz:
= Rermnain calm.
= If avallable, write down the phone number that appears on the caller identification screen,
* After the caller hangs up,
= immediately call 911,
= give all available inforrmation to the operator,
- call the EOC at 7-6211, and
= noitify your supendsar,
« Do not pull the fire alarm pull b,
* Do not openfolose windows or doors unless they ane used to exit.
= Do net touch light switches during a bomb threat evacuation,
» Leave your officeroorn if instreced 1o do sa.
= Evacuate 1o the assembly area in an orderly manner,

Avold ALL radio and cell phone communications. Do not use two-way radios or cellular
télephones. The first person to arvhve st the assembly area shoauld quickly scan for any
suspdciaus iterms there. If a secondary device of suspicious iem is found, immediately notify
the incident commander and proceed 1o an alternate assembly area,

To lacate the Bomb Threat Checklist on the Laboratony's home page, go the Safety tab at the
top of the page and dick on the Emergency link. The Bomb Threat checklist is located under
the list of Quick links on the page.
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2.16 Tag Your Bags

Tag Your Bags

Security and safety are always a top priority. LANL requires that all personal inems be
properly tagged. Untagged bags abandoned in public places at the Laboratery are assurmed
by the Hazardous Devices Team to be hazardows devices,

If thee owner cannot be located, the ivemis) will be destrayed, Do your part to prevent
digruptive and expensive fakie larma by taking the time to tag your bags. The tag should
identify you s the owners and list a number where you can be reached.

You may vse any form of identification tags on your bags, such as airline luggage tags. as

long a5 these tags are securely attached to your bags and contaln your name and contact
I muation.

2.17 Unclaimed, Unattended Objects

Unclaimed, Unattended Objects

Although it may not initially appear to be & problérm, an unattended package, backpack,

coolers, of luggage where the owner cannot be determined is considered to be unclaimed

and a possible security threat. If an unclaimed, unattended package or device is found, you

should

= Immediately call 911 and the EOC at
T-6211, preferably from & landline phone in & safe location;

= DO NOT pull the fire alarm;

= MEVER move, bump, or touch the object. The removalfdisarming of a bomb miust be lefi up
to the: professionals with the Hazardous Devices Team;

= secure the area, and prevent anyons from entering:

* evacuste the Immediate ares, The danger area should be identified and blocked off with a
clear zone of at leasy 300 feer, inchuding the area above and below the object;

» avoid ALL radio and cell phone commsnications. Do nof use two-way radios or cellular
telephones because they could cause premature detonation of an electronic initiator;

= notify your senigr management; and

* thoroughly wash your hands with soap and water if you are expased to the suspidous
package. Take care to not abrade the dkin when washing.
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2.18 Special Materials Convoy

Special Materials Convoy

The wse of special materials convoys allows LANL to ship most hazardous materials without
requiring complete road dlosures. Special materials convoys can be identified as af least three
wehicles: a leading escort vehicle, a tralling escort vehicle, and a transfer wehicle with flashing
lights on the leading and tralling escort vehiches. Flashéng red lights on the lead governmens
wehéche are an indication of & convoy. A sign on the tralling escort vehiche will Indicate that a
transher i in progress.

LANL, the Los Alarmas Site Office, and the Department of Transportation (DOT) have agreed
that the Pajarito corridor (Pajarito Road and its adjacent roads) meets the DOT requirements
for "pnsite transportation” of speclal materlals because public access b5 protected on both
ends by access portale. Although most special materials convoys will take place within the
Pajarito corridar, these conveys can ocour amywhere on LANL praperty. Road closures will
still be needed during certain conditions inside and outside the Pajarito corridor, but the
duration and impact on traffic will be minimal. For convoys outside the Pajarito corridor,
warning signs will be posted and personnel will be placed as needed to ensure that public
access Is restricted,

2.19 Safety Expectations for Special Materials Convoy

Safety Expectations for Special Materials Convoy

Aspecial materials cormoy must follow strict regulations, Employees who encounter a special
raterials convweoy In progress must afso follow strio regulations. If you encownter A special
materials conwoy while driving, you MUST

* malntain a reduced speed of no more than 35 miles per hour along the transfer route when
comming up behind & commay;

= stay &1 beast 50 feet behind the comeay;

= if the convoy is in the oncoming trafiic lanes, move over safely, a5 far to the right as
possibhe (it s not necessary to make a complete stopl

= yield the right of way to the cormay, especlally when the corvoy is making a left-hand turn;

» follow all signals, signs, and verbal instructions from convoy persannel; and

= maintain norenal traffic flow as much as possible while being consistent with the preceding
Instructions,

DO NOT

* pass the convoy In the direction of convay travel,

» panlc of pull ever if the cosvoy spprasthes fram behind,

= pull in frant of the convoy or get between the sscort vehicles and the ransfer vehicle, or
= make sudden stops in frant of the cormay.

Employees or contractor personnel who do not comply with the special materials comveys
safety expectations described above may be subject 1o disciplinany sction,
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2.20 What Lies Ahead

In the next module, we will look at the resources and tools necessary to achieve and rmaintain
compliance with federal, mate, and internal ssndronmental requirements. But first, a
knowledge check.

2.21 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

Itis important to know the different classes of fires
to

decide whether (o evacuate a burning building
use the proper portable fire extinguisher
knoaw how to prevent each class of fire

both; use the proper portable fire extinguisher and know how to préevent
each class of fire

Correct Choice

decide whether to evacuate a burning building
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use the proper portable fire extinguisher

know how to prevent each class of fire

X both; use the proper portable fire extinguisher and know how to prevent each

class of fire

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘both; use the proper portable fire extinguisher and know how to prevent

each class of fire’

Notes:

Correct (Slide Layer)

Itis important to know the different classes of fires
1o

decide whether to evacuate a burning building

use th

Correct
know

That's right! You selected the correct response.
both; ) prevent

L
each ¢
Continue
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Incorrect (Slide Layer)

Itis important to know the different classes of fires
to

decide whether to evacuate a burning building
use th
Incorrect
know
The correct answer is ‘both; use the proper
both; portable fire extinguisher and know how to ) prevent

each¢  prevent each class of fire’

Continue

2.22 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

Some precautions to take to prevent fires are

do not refuel gasoline-powered equipment near open flames or heaters.
do not refuel gasoline-powered equipment while it is hot or the power s on.
store flammakile materials in approved containers.

& alllisted

Correct Choice

do not refuel gasoline-powered equipment near open flames or heaters.
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do not refuel gasoline-powered equipment while it is hot or the power is on.

store flammable materials in approved containers.

X all listed

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct response is ‘all listed.’

Correct (Slide Layer)

Some precautions to take to prevent fires are

do not refuel gasoline-powered equipment near open flames or heaters.

do not refuel gasoline-powered equipment while it is hot or the power is on.
store
Correct

® alllist That's right! You selected the correct response.

Continue
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Incorrect (Slide Layer)

Some precautions to take to prevent fires are

do not refuel gasoline-powered equipment near open flames or heaters.

do not refuel gasoline-powered equipment while it is hot or the power is on.

SO Incorrect
®) -l The correct response is ‘all listed.
Continue
2.23 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

PASS stands for

paint, aim, start, stop.
@) pull, aim, squesze, sweep.
pass, act, sunvey, squeeze,

pir, aCh, Scquéens, SEGR

Correct Choice

point, aim, start, stop.
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X pull, aim, squeeze, sweep.

pass, act, survey, squeeze.

pin, act, squeeze, stop.

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

’

The correct answer is ‘pull, aim, squeeze, sweep.

Correct (Slide Layer)

PASS stands for

point aim, start, stop.
@) pull aim, squeeze, sweep.

PEr Correct

Pin. 28 Thats right! You selected the correct response.

Continue
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Incorrect (Slide Layer)

PASS stands for

point aim, start stop.
@  pull aim, squeeze, sweep.

a55,
p Incorrect

in,at : : ;
P The correct answer is ‘pull, aim, squeeze, sweep.

Continue |

2.24 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

Laboratory policy states

do not fight a fire wnless told to do so by a coworker.
building evacuwation is encouraged in the event of a fire.

Workers familiar with or trained in the use of partable fire extinguishers
may use them on srnall fires that can be Put out Hls_'l:,-,

both: !'||||'.|1ir'.g SYACLUATION IS encour .]f,q_‘d in the event of a fire and Waorkers
familiar with or trained in the use of portable fire exinguishers may use
them on small fires that can be put out safeby.

Correct Choice

do not fight a fire unless told to do so by a coworker.
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building evacuation is encouraged in the event of a fire.

Workers familiar with or trained in the use of portable fire extinguishers may use

them on small fires that can be put out safely.

both; building evacuation is encouraged in the event of a fire and Workers familiar
with or trained in the use of portable fire extinguishers may use them on small

fires that can be put out safely.

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘both; building evacuation is encouraged in the event of a fire and
Workers familiar with or trained in the use of portable fire extinguishers may use them on small

fires that can be put out safely.’

Correct (Slide Layer)

Laboratory policy states

do not fight a fire unless told to do so by a coworker.

building evacuation is encouraged in the event of a fire.

Works ishers

Correct i
mayu

That's right! You selected the correct response.
both; d Workers
famili nay use
them

Continue
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Incorrect (Slide Layer)

Laboratory policy states

do not fight a fire unless told to do so by a coworker.

building evacuation is encouraged in the event of a fire.

Wor ke ishers
Incorrect i
mayu
=
both; = d Workers
familic o nay use
them
Continue
2.25 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)

If evacuation of a burning building is necessary,

close the door behind you, but do not lock it
do not use elevators
stay low to avoid smoke or taxic gases

& alllisted

Correct Choice

close the door behind you, but do not lock it
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do not use elevators

stay low to avoid smoke or toxic gases

X all listed

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘all listed.

Correct (Slide Layer)

If evacuation of a burning building is necessary,

close the door behind you, but do not lock it

do not use elevators

stayle
Y Correct

® alllist That's right! You selected the correct response.

Continue
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Incorrect (Slide Layer)

If evacuation of a burning building is necessary,

{:) close the door behind you, but do not lock it
{:ﬁ do not use elevators

o i
® ==Y Incorrect
® allist

The correct answer is ‘all listed.

2.26 End of Module

End of Module

You have come to the end of Module Seven. Close the browser
window and launch the next module.
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Module8

1. It’s Your Environment

1.1 Introduction

> | 0000 / iz

Notes:
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1.2 Environmental Laws, Regulations, and Laboratory Requirements

Environmental Laws, Regulations, and Laboratory Requirements

Every LANL worker i responsible for protecting the ervironment, It i your resporsibility
o b woll scquainted with LANL eraronmantal podicies that pertain to your job function.
Thesa pohcies satisly faderal and state snwnonmaental laes and regulathons. ASK your
supervisor for the documents you will nesd ta perform your jobs in accordance with
foderal, state, and LANL environmental protectsan requirements. As with ary work
performed a1 the Laboratony, remember that both the wark and the worker need to be
authorized.

Consequences of Noncompliance

Mot complying with laws and regulations can result in fines and program closures, s well
as damage bo human health and the envirenment You can be held personally
responaible for deliberately violating ervironmental protection.

,ﬂ

weP

Notes:

1.3 Vertical Tabs

Envirenmental Laws, Regulations, and Laboratory
Requirements

B A i ol LARORATION ARl Ad
Federal Laws and ' — — a —
Ro sl fbdmutatiy ' ot i ' g Wit s
Regulators, Requirements, Statutes
e D sl wmsivwy mussi ¢oomgdy math rrvarsrvieralad L, sl iegelsnars tha spgldy i
Requi " Click on the items to the left to learn more about
UiFEmen £
Lo environmental laws and regulations,
Notes:
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Tab1 lyr (Slide Layer)

Environmental Laws, Regulations, and Laboratory
Requirements

LANL 's Governing Policy on the Environment

Federal Laws and
Regulations

State Laws and
Regulations

Requirements
Documents

Tab 2 lyr (Slide Layer)

Environmental Laws, Regulations, and Laboratory
Requirements

Federal Environmental Laws and Regulations

State Laws and
Regulations

Requirements
Documents
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Tab 3 lyr (Slide Layer)

Environmental Laws, Regulations, and Laboratory
Requirements

State Laws and Regulations

Federal Laws and
Regulations

State Laws and
Regulations

Tab 4 lyr (Slide Layer)

Environmental Laws, Regulations, and Laboratory
Requirements

Environmenial Requirements Documents

Th

Federal Laws and
Regulations

State Laws and
Regulations
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1.4 Environmental Protection and Compliance

Environmental Protection and Compliance

The: Environmental Protection and Compliarce (EPC) Division includes the Compliance:
Programes and Erviranmental Stewardship groups. which provioes leagership in wisls
management, erdnanmental prolection, and complance support serves, EPC's wWaste
Management PORIAMS provides isadership in wiste management paograms in support of
thie mission, while the Division's Waste Marapement Senices group coordrates thi
GEpOSCn of RON-RaZMGoUs. ChEmical, 8nd ragioactive wastes.

Notes:

1.5 Environmental Protection and Compliance cont.
Environmental Protection and Compliance cont.

* Likem alaut NEPA 80 your

responsibiities to it Watch g
s, regulations, and DOE Ordeds for water NEPA Awareness wdes, 520

nE0urcEs and alr quakty EAC's Ervironmental
Stewardahip (E5) growp BssHts the Labocalony in
cOmpiing with S1818 and Tegeral requirements in 1he
management and moraoing of biologial. cullurat
TESOUrCEs, and support of the Natioral
Enviranmental Policy Act (MEPA].

Signed into lew in 1070, NEPA S31abishes a systemalic and franspansnt process for
enwiionhmental reviews. The Ste-Wide Environmental impact Statement (SWEIS) provases an
operating efrvelope Tor LANL that complies with NEPA Nearly all LANL work & reviewed 1o
determine is NEPA coverage.

ES a0 oversees LANL'S Environmental Maragement System, Pollubion Prevenbon, the Natural
Resourcs Damape Asessmant, and the Long-Tem Strategy for Envinanmental Stewarndanip
and Sustanabiy.
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1.6 Historical Map

LANL's RCRA Program

A eritical robe of the Enviconmental Compliance Programs
group is RCRA penmitting and compliance, Because
evary LANL employes ganedales waste in some fonm, wa
are alll respordibile for the safe the Laboratony's waste
management prociss. While much of this waste =
ardanary office and labomaton trash, soms of it requines
special handhing, Failune to handle any waste properhy
from the time of generation through uitimate disposal
{"cradie to grave”) can lead not only lead 1o hazadous
working conditions. but could result in the loss of spocial
waste handling permas vital 1o the Laboratory continuing
oparations

Rigervery ALl acoelerates
cleanap af LANL

The Waste hanagement Cocrdinatos (WMC) Program peovides desct waste managamant
support and gusdancs to LANL facility opérations through deployment of trained and
qualified parsonnel 1o Suppor routing waste dapossion, Each group. devsson, or facilay
his 8 WG whi Senes as the pramany contset for wasts management and pollstsan
prevention wasle minimization efforts. The WMC is famifiar with the organization’s
peocesses and procedures that generate waste and should be the first person you contact
reganding wasle management mattars
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1.8 Environmental Management System

Environmental Management System

Environmental Management System

v/"\

1.9 Pollution Prevention and Sustainability

Pollution Prevention and Sustainability

As you plan and conduct your work at
LANL, consider implemanting the following
pollution prevention, waste minimization

Poflstion prevention cash awads are given annually to employess whoss
submitted ideas s used to increass, recyclng, reduce waste, or enhance the
enviconmental impact of LANL wark processes.
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1.10 Cleanup and Remediation

Cleanup and Remediation

LANL's anvirenmental sk reduction
programds seek 10 remedy environmental
problems caused by past LANL
Gpbralions by bnging togather
muRidisciplinary world-class science,
engineenng, and state-of-the-art
manapement practices. The goaks ane ta
protect human health and the
EnIECNMant Trom exposute 1o
Fharardous, ibdwactive, Snd frmed
wasies from past waste management
practices and te meel the snvironmental
cheariap reguinements of LANL™S penmit
o operate hagardous waste Taciities.

1.11 What Lies Ahead

What Lies Ahead

In the next module, we will look at the Laboratony's Institutional Quality
~ Assurance program and some important policies and procedures. But first,

L r

1.12 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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The Environmental Management System sets the
expectation that each employee should

keep a log of each piece of paper recycled
leave emvironment protection to the professional environmentalists
concentrate on completing a job without regard to the emdronment

[ ] know how their work Interacts with the emdronment

Correct Choice

keep a log of each piece of paper recycled

leave environment protection to the professional environmentalists

concentrate on completing a job without regard to the environment

X

know how their work interacts with the environment

Feedback when correct:

That's right! You selected the correct response.

Feedback when incorrect:

The correct answer is  know how their work interacts with the environment.’
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Correct (Slide Layer)

The Environmental Management System sets the
expectation that each employee should

keep a log of each piece of paper recycled

leave alists
Correct

conc ment

That's right! You selected the correct response.
L] know

Continue

Incorrect (Slide Layer)

The Environmental Management System sets the
expectation that each employee should

keep a log of each piece of paper recycled

leave alists

Incorrect
conce ment
The correct answer is ' know howtheir work
@ know  interacts with the environment.’

Continue

1.13 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Each designated waste management coordinator

remaoves all waste from the bullding
Inspects all waste products

i the primary contact for waste management and pollution
preventioniwaste

rreats all hagardous waste generated

Correct Choice

removes all waste from the building

inspects all waste products

X is the primary contact for waste management and pollution prevention/waste

treats all hazardous waste generated

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘ is the primary contact for waste management and pollution

prevention/waste.’
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Correct (Slide Layer)

Each designated waste management coordinator

removes all waste from the building

inspects all waste products

is the
o Correct
preve
That's right! You selected the correct response.
treat

Continue |

Incorrect (Slide Layer)

Each designated waste management coordinator

removes all waste from the building

inspects all waste products

isth
= BUE Incorrect
preve
The correct answer is ‘is the primary contact for
reat  \astema nagement and pollution
prevention/waste.”
Continue |
ke
1.14 Knowledge Check

(Multiple Choice, 10 points, 1 attempt permitted)
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Failure to follow environmental laws, regulations,
and/or permits

can result in fines
can result in closures
has the potential for personal Bability if the violathon is deliberate

[ ] all listed

Correct Choice

can result in fines

can result in closures

has the potential for personal liability if the violation is deliberate

X all listed

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘all listed’.
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Correct (Slide Layer)

Failure to follow environmental laws, regulations,
and/or permits

canresultin fines

canrs
Correct
hastl te
That's right! You selected the correct response.
- all list

Continue |

Incorrect (Slide Layer)

Failure to follow environmental laws, regulations,
and/or permits

can resultin fines

canrrs
Incorrect
hastl te
The correct answer is ‘all listed.
@ all list

Continue |
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1.15 End of Module

End of Module

Notes:
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2. Untitled Scene

2.1 Archaeological

I:I]- wm n mmlr
ven obwvious, but may b giscemibie 5
S10nes Wing in 8 mownd or a patter, of a5
scalters of chsician (volcanic stone] of
pottery. When in doubt M"ﬂm
historic site, contact ine Laboratory's E5
£roup. Auoki distorbing nese areas. in the

mﬂmﬂﬂwm
policy, you st ko folow all required
pErMitling protocols and neviews for work
Projects that irvohe excavation of other
mmmm

2.2 spotted owl

Mﬂdﬂdhwmh
 group is the protection of the Labaratary's bialogical
-mmiﬂ:ﬂmnﬁﬁmw
endangered species like the Jemez Mountains
 Salamander (Flethodon neomexcands), Mexican
wmmmmm

B Villow Flycatches (Empicona ik extimus), and
Mnmmmmmm

Notes:
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2.3 historic building

A critical rode of the Ernironsmerial
Stewardship group 5 the profection of tha
Laboratory' § 2000-phus identified cultural
resounces. which incluge archasological
Sies, iStonc buldings, stractures, snd
plaies saiied 1o Mative Amsiican peope.
LANL has federlly mandated responsddnies
wnder thet National Histonc Presenation AcL
Mathe Aménican Graves Protection and
Repatriation Act, AFchaeological ReSources
Protection ACL Brd DIer pertinent Nstone
presenation s, regulations, and
guitance.

2.4 salamander

Fedenaly isted endangensd species 1he
Jemer Mourlairs Satamandsr (Pesthodan
PEOMEICHNLIS]

LAML strives 10 balance growih and mission
wilh proacthe and efMciive Mmarapemeit of
peciogical resources. The goals are 1o
milnEming iImpacts 1o a vanety of theeatensd,
endangered, and sensitve spacies and their
haibitats whily grauning 1hat all cindtics and
cperalians comply with reguistony
FEgUInEmEnts for enveronmental protection,
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Module Nine

1. Assurance Process

1.1 Introduction

Notes:
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1.2 Introduction

What is Quality?

Notes:

1.3 The Laboratory’s Quality Assurance Process

The Laboratory’s Quality Assurance Process

The institutional QAP is the Laboratony's foemal program of good practices for
perforrnang activities in & controdied manner and in accordance with technical
sandards and aperabonal safety requiredmants. These praclices are integrated
LANL's three-tiered requirsments system;
*  Governing Policies-high-leved policies msued by the duectos that goven Labomtony
worl across the instilution.
= Institutional Documents-system descnptions, program descnplions, procedures,
anid requirements notices issweed by the Dwector's Office or direcionates that apply
10 everyone in the irstAution of 1o biosd cross-omganizateonal funclons
Locad Documents-Functional series documents and local instructions that defino
peocesses. operations, of other information needed to parform certain wodk,

The Laboratory has many different types of work sctivities, all of which aie peverned
undes the: umbrelia of the Laboratony's QAP defined in SD330 LAML Quality
Assurance Program. In addition to the Institutional AP, these activities can have
specaalized sub-tier, docurnented quality programs, including ressarch and
development. weapons design and manufackunng. engineening. and corestructon

Notes:
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1.4 Quality Assurance Program

Quality Assurance Program

Notes:
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Tab1 lyr (Slide Layer)

Quality Assurance Program

What is importantin
Managing Quality?

practical;
ting abnormal

What Are Your
Responsibilities?

What if you suspect
a counterfeit or
defective item?

Tab 2 lyr (Slide Layer)

Quality Assurance Program

What is important in
Managing Quality?

What Are Your
Responsibilities?

What if you suspect
a counterfeit or
defective item?
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Tab 3 lyr (Slide Layer)

Quality Assurance Program

What is importantin
Managing Quality?

What Are Your
Responsibilities?

What if you suspect
a counterfeit or
defective item?

Tab 4 lyr (Slide Layer)

Quality Assurance Program

What is important in
Managing Quality?

What Are Your
Responsibilities?

What if you suspect
a counterfeit or
defective item?
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1.5 Governance and Policies

Governance and Policies

The Laboratory operates under a federal management and operations contract with
the DOENNSA called the Prime Contract. The contract is performance based with
Fisssian delverables and operatianal regquirernants. A Requinements Manageamem
System https./ ‘s lanl goRMS/ identifies and documents the down flow of
contractual requirements from the Gonverming Policses mentionad earlies in this
rodule. The Labaratary has developed & requirements system and hisrarchy of
mstitutonal documents to help employess execute work corsstently and efficiently,
These institutional documents include sysiem descrplions (50s), progam
descriptions [FDs), and procedunes [Pl LANL's polscies and procedunes can be feund
on the Policy Office link of the Lab's home page.

In the next few screens, wa will talk about some of the Laboratony's policies that
right affect you LANL smployment polscss genenally do not apply to corbreet
winkars I you are & contract worker, you should 8k to your emiplayer for
imformation about the terms and conditions of your contract.

1.6 Governance and Policies

Governance and Policies

Notes:
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Tab1 lyr (Slide Layer)

Governance and Policies

Managing Diversity

Conflict of Interest

Gifts.Entertainment,
Favors, and
Kickbacks

Privileged
Information

Tab 2 lyr (Slide Layer)

Governance and Policies

Managing Diversity

Conflict of Interest

Gifts.Entertainment,
Favors, and
Kickbacks

Privileged
Information

Affirmative Action
LAMNL
and full u
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Tab 3 lyr (Slide Layer)

Governance and Policies

Managing Diversity

Outside Employment
u pl ¢ St ano

Conflict of Interest

Gifts.Entertainment,
Favors, and
Kickbacks

Privileged
Information

Tab 4 lyr (Slide Layer)

Governance and Policies

Managing Diversity

Conflict of Interest

Gifts.Entertainment,
Favors, and
Kickbacks

Privileged
Information
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Tab 5 lyr (Slide Layer)

Governance and Policies

Managing Diversity

Conflict of Interest

Gifts.Entertainment,
Favors, and
Kickbacks

Privileged
Information

1.7 Using Government Property

————— ==
Using Government Property

All Laboratory facilities. grounds, supplees, and equipment. including surplus o
salvage materal, ane US government property and subject to federal laws and
ORI provisions that regulate their use and protection. See PE21, Governmant
Pergonal Property, and PE21-3, Prvate Personal Propey,

Ciicic 0 Dl ETE0NS D

Misausing Govarmmend

Property Workploace Veolofes

Political Activ

Rapoaiing
Impropes Activitices

Notes:
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1.8 Knowledge check

(Multiple Choice, 0 points, 1 attempt permitted)

Institutional Quality Assurance at the Laboratory is

a system for managing quality assurance personne
the responsibility of the Quality Assurance Champlon
L) a pragram of good practices for performing activities

a way of ensuring that you report tme correcthy

Correct Choice

a system for managing quality assurance personnel

the responsibility of the Quality Assurance Champion

X a program of good practices for performing activities

a way of ensuring that you report time correctly

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

7

The correct answer is ‘a program of good practices for performing activities.
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Correct (Slide Layer)

Institutional Quality Assurance at the Laboratory is

a system for managing quality assurance personnel

the res ponsibility of the Quality Assurance Champion

a pro
e P Correct

WAy That's right! You selected the correct response.

Continue

Incorrect (Slide Layer)

Institutional Quality Assurance at the Laboratory is

a system for managing quality assurance personnel
the res ponsibility of the Quality Assurance Champion

@ a pro

Incorrect
WA} The correctanswer is ‘a program of good
practices for performing activities.’
Continue |
1.9 Knowledge check

(Multiple Choice, 0 points, 1 attempt permitted)
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Quality is managed by
@) planning work, reducing risk, and reparting cccurrences
conducting work before risks are formally 2nalyzed

Contracting work b service suppliers and vendors

1-':-E|r_|'.v|r:3 casual work-plann ing methods
Correct Choice
X planning work, reducing risk, and reporting occurrences

conducting work before risks are formally analyzed

contracting work to service suppliers and vendors

following casual work-planning methods

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

The correct answer is ‘planning work, reducing risk, and reporting occurrences.’
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Correct (Slide Layer)

Quality is managed by

@ planning work, reducing risk, and reporting occurrences
conducting work before risks are formally analyzed
contra

Correct

follow That's right! You selected the correct response.

Continue |

Incorrect (Slide Layer)

Quality is managed by

@ planning work, reducing risk, and reporting occurrences
conducting work before risks are formally analyzed
conftra

Incorrect

followi iy : ;
The correct answer is ‘planning work, reducing

risk, and reporting occurrences.’

Continue |
——

1.10 Knowledge check

(Multiple Choice, 0 points, 1 attempt permitted)
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You can help support quality improvements by
antening your ume every week
@ having a questioning attitude
I-'_'.In;:wlr:i:_‘.m”.l:_ rl_"g_:\,.ldt.‘.\'_\lll'\:.

recye| NI NEWSpADers

Correct Choice

entering your time every week

X having a questioning attitude

following traffic regulations

recycling newspapers

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

7

The correct answer is ‘planning work, reducing risk, and reporting occurrences.
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Correct (Slide Layer)

You can help support quality improvements by

entering your time everyweek
@ having a gquestioning attitude

Tl Correct

Fecyd) That's right! You selected the correct response.

Continue

Incorrect (Slide Layer)

You can help support quality improvements by

entering your time everyweek
@ having a questioning attitude

followi
Incorrect

recycli iy : ;
2 The correct answer is ‘planning work, reducing
risk, and reporting occurrences.’

Continue
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1.11 End of Course

End of Course

Notes:
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2. Property

2.1 Your Responsibilities

Using Government Property

Your Responsibilities

You may usa geesmment propety, including vehiches, onby for edficial use. To dine
a governmaent vehicle, you must possess a valid driver's licenss, be at least 18
years of age, and have ne special driving restrections (such s an interlock system).
You sre responsible for the proper use, control, and physacal protection of all
gowermment property. You will be requived 1o sign an accountability staterment that
lists the propedty-numbered igems assigned bo you. By signing this statemant, you
afres 1o thke resporsibility for the items lted on this stabemant.

Tha progerty administrator (PA) for your organczation is available to assist you with
all propesty-ralated msues, such BS IFARSPOITING Boemment propenty only for
alficial use. All property transponed or shipped 1o a Toreign country must be
approved first by Export Control

I government property is lost of stolen, contact your PA and the LANL investigstne
Sarvices Team within 24 hours. Loss of or damage b gosemiment propedty
resulting from deliberate or negligent acts may result in dsciplinany action, up 1o
and incleding termination. Thefts and misuse of government resources are federal
offenses subpect to crimenal prosecution and may alse result in disciplinasy action,
unp 1 and including terminatean.

2.2 Political Activities

Political Activities

You may discuss politics at LANL as long as the discusson does nol
snteifane with your worko and you make i1 clear that you are Ehang your
cpintn and net a position or palicy of the Labaratory.

Your panscpatian in political activities. of your own Lime is your
business, However, you may not campaign, solicil, or accept political
contributsons on LANL premises.

Employess may wear paign buttons and dscuss thew political
wierws with each other, however, overt politicking must be kept off
Laboratory premises. The following are corsidered to be political \FOTE
campaigning
1  hendeng out campaign literatuie, butions, of bumpser stickers for
your favorite candedats or cause; and
2 asking other workers for campaign donations,

For more snfcarnatsan, see PT25, Political Activities and intevactions
with Efected Officials.
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2.3 Gambling at Work

Gambling at Work

e =

You may net gamble o LABOTEtory prefmises, fof iy you wss Laboratory
egpuapment, including computers, to gamble. The following Scenancs are
examples of gambling:

+  codrdmating & football pool program at work,

»  conducting or taking padt in an office lotten:

= playang a card game for meonery during your lunch hour on LANL property;

o
= selling or baying a raffle ticket (even for a good couse).

Sas PT2L. Drscapling,

2.4 Workplace Violence

Workplace Violence
e ——

Vialent behavior and threats of solence are unacceptable conduct and ans
prohibited at the Laboratony, See PT24, Workplace Violence, for mone
mfprmation. Examples. of workplace violence include

hestile or aggressne physecal contact with another person,

8 statement o body gesture that threaters harm to ancther person, of
any eonduct thal would cause 3 reasenable person to Balieve that he o
she is under threat of ham

Call 811 f your balséwve that immediate action s retpuared Tor 8 lde- o0 inpury-
threatening siuation,
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2.5 Reporting Improper Activities

Reporting Improper Activities

LANS encourages workers 1o bring forward good-Taith concems of an
mpeoper actraty or of 8 Situation that constitutes a threat 10 seowy, health,
safety, the envonment. or quality and o have those concerns addressed in
an irdependent, cbsctne manner. LANS investigates reports of improper
activities in a confidential manner to protect workers from retalution for
reporting such Betivities.

‘You may report allegations of impropes activities by
Bddressing workplace concems with your manager,
ealling LANL s Employes Concernd Program (ECP) 24-hour helpling at

50069,

sending an e-mail 1o gcp@ian gov

sending & written concern 1o MS D449, Atterition: Helpline, o

calling a moeting with EA-Ethics personnel, who are located at TAD0,
Building 787, 125 Central Pask Square, 1st floor.

Sew PTE3, Employes Concems,

2.6 Harassment

Harassment

LANL is committed to (aking reasonable s1eps o provide & wodk environment
that is free from all forms of harassment on the bass of Sex o any other
legatly protected categony.

it i plable conduct and prohibited at LANL
Unwelcome sexual sdvances. requests for sexual favors, and other behaviar
o eofmimants of 8 sexual nature that sffect smployment status of work
performance of create a hostile work envirgnment, corstitute sexual
hamassment. The display of sexually ornented visuals of images can also
constituls Sexusl harassment and =& peohibated

The Labaratory prohibis seaial relations betwesn & SUPSNIsor and &
subordinate, regardless of whether the relstionship constitutes sexual
hasassment of s consensual. LANL also peohibsts. snounl nelations betwoen a
e and & mesndes whio & participants. i a formal Laboratosny
meniorship program.

Sew PT2L Hevassment, ncluding Sexual Harassment.
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2.7 Smoking

Smoking

Y My ROt SMoke, which Ncluses USing eMUIDRE CEANDINS, M Jovmmmen! whicls, nide
Lot Wiy BuSIIES. and IEise OTHLE Sce Haded By LANL. Smoking o als prohisited
within 24 feet (honzontal and vemca) of 0o0rs, Al itk vints, o Dperabie windows of LASL

buddergs

Smoking Areos.

Fagify Oparations. Derecion (FOOS] of OTher réspongtie ine MEnapics |FLME) miy

Drovide dusERatie Smoking Areas oUtSIce Of LANL buldings or LANLased 5ace,

s Desigrabed srcking areas must B cutftied with ash recoptscies snd may
inchile Beiveifrd tabked. cr olfsr dmaendss.
FODS My ivgoss | gewcking T GRRENAIRD AMCKINg amas ¥
reaced 1o minze wikdTre hazards.

s Senoking in areas raar Labombon-ieesed Spane O i arees occupssd by LANL

it H Bt B A 5 6 thi prgeirty

outsace of g3 @nd in
areas, unkess BErEsEly pronhDted.

Senking 1 Alowd i coverie parking Siructunes. unbias oifarass profimied,
Seoknrs may ol cspose of smbers, Cigaretie bufis, maiches, of ofher frash on
1o EFDUTH OF BN DEN Wbty [SHYMAMS, B30 NN, puddles, o ndecaping
fedluarms).

Snobark My S0k in prvaoety Cwnad vishiches, I 00ng in Brkis whde smoling
I Nt Wi pRONIRed, Bl you may Not MRCH ashes, smbers, Ciganefio buts,
or othar smoking matenals cul of vehickes while ot the Laboratony.

2.8 Misusing Government Property

Misusing Government Property

Thee TolCwing SCEnanios BIE examples of misuse of Eowermment prapsry or
TESCAITES.

using LAML fax machines 1o advertse or Solcit for a private busness:

uSing LANL il Sendces for persanat mai;

LeSing EovEInmEnT SquUpMEnt 1o PEOGUCE MEMENTDS, SuCh A% TNOSE for Dimhaays

Bl fatinements;

taking home LANL suppiies of equipment that your group no longer meeds;

using LAML compuiers 10 acoess non-work-réiated sies on the intemet, Incluging

Rhes Tor pormiagraphy, gambing, and private business contenms,

making iBegal coples of COMpUler Softwade,;

LSiNg & PIOVErNIEnt verice for non-work-relateda trips; and

using LANL e-mall or mashing bsts o send irappropriate matenal (sexually sxpheit,
cefamatory, 21c.) 10 othevs,,

Empioyees e genendy ghven [nifude 10 acoess the Intemat on an inCdental
b, such a3 1o riview the news.

LAML telephones, inchudng cs phones, are for offical business use. Make
personal calls anly wher you must, Bnd Keep them Dief. Aol maKing personal
lorg-distanoe or intermational cals.
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